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EXECUTIVE SUMMARY

Within the scope of PHYSICS Work Package 6 (Use Cases Adaptation, Experimentation, Evaluation),
this document describes thefinal results of Task T6.1 (Solution Services Integration and Reusable
Artefacts Marketplace Platform (RAMP) Creation) achieved during theecond and lastphase of the
project, and provides thesecond version (D6.2 of this deliverable (out of the two iterationsforeseen

in the whole work plan for WP6, i.e. D6.1 and D6)2

With respect to the general WP6 objectives, the deliverable mainly focuses on two of them, i.e.:

U To integrate the various technical artefacts of the technical Work Packages (WH335) to the
3 logical bundles, enabling their use as one vertical solution or separate per case bundle

U To provide the finally available demonstrator executions demonstrating the effectiveness of
the approach as well as the operational version of the RAMP marketplace, te used in WP7
activities.

The achieved results proviag key contributions for the fulfilment of the 7th major WP6 milestone
(MS12 z PHYSIC2nd integrated platform releasez foreseen for M34 of the project) and provide the
second and finalrelease of the proposed solution.

The document is theaccompanyingtextual specification of the major result of the deliverable and the
task: the secondversion of the prototype of the integrated PHYSICS solution framework and RAMP,
which have been deplogd into the PHYSICS blueprint reference target infrastructure. The document
and the integrated PHYSICS solution framework and RAMP setup constitute the overall deliverable
and task output.

As consistently done since the beginning of WP6 T6.1 activities,ghwvork has been carried out in
close cooperation and coordination with the other PHYSICS WP6 tasks and Work Packages45
tasks and partners, taking into account and integrating the delivered results and concepts (e.g. the
final PHYSICS Reference Archkitture proposed by WP2 and the solution framework major
components and services artefacts proposed by WP3, WP4 and WP5) in a coherent and uniform
manner.

Moreover, the outcomes of T6.1 will continue to feed the work of the remaining WP6 tasks (mainly
the tasks dedicated to Use Cases adaptation, experimentation and evaluation) for the upcomizrd
EOAOAOEIT 1T &/ OEA 0(93)#3 O0EIT OO AT A 50A #AOAO
proposed solution framework.

Finally, the delivered integrated PHYSIE solution framework and RAMP marketplaceare
fundamental inputs and drivers for the Work Package dedicated to Exploitation, Dissemination and
Impact Creation, with special emphasis on the task related to Business Innovation Development &
Exploitation.
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SUMMARY OF CHANGES®RN D6.1

1 Updated text All

2 Alignment to the final version 217222723
of the architecture,new
sample application of the
integrated PHYSICS solution
framework and final RAMP
overview

3 Update of allthe components 3.X
of the Integrated PHYSICS
solution framework (with
addition of new components:
Gaming Platform, Runtime
Adaptation, Cluster
Availability Monitor)

4 Update ofthe design and All
implementation of the final
version of the Reusable
Artefacts MarketPlace
(RAMP) application

5 Update ofthe final integrated 5.X
development and testing
environment upon which the
PHYSICS solution framework
is built (with addition of

O# 01 OO0 EI £OAOO
AT T BT 1TAT 0006 Al
7T O0EEIT x 11 Al

6 Updated text 6
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1. INTRODUCTION

The PHYSICS project aims to enable European Cloud Service Providers (CSPs) to exploit the most
modern, scalable and coseffective cloud model (FaaS), operated across multiple service and
hardware types, provider locations, edge, andulti-cloud resources. To this end, it applies a unified
continuum approach, including functional and operational management across sites and service
stacks, performance through the relativity of space (location of execution) and time (of execution),
enhanced by semantics of application components and services. PHYSICS applies this scope via a
vertical solution consisting of a:

U Cloud Design Environment, enabling design of visual workflows of applications, exploiting
provided generalized cloud design pattens functionalities with existing application
components, easily integrated and used with FaaS platforms, including incorporation of
application-level control logic and adaptation to the FaaS modgl

U Optimized Platform Level FaaS Service, enabling CSPs tqudce a crosssite FaaS platform
middleware including multi-constraint deployment optimization, runtime orchestration and
reconfiguration capabilities, optimizing FaaS application placement and execution as well as
state handling within functions, while caperating with provider -local policies;

U Backend Optimization Toolkit, enabling CSPs to enhance their baseline resources
performance, tackling issues such as coldtart problems, multitenant interference and data
locality through automated and multi-purpose techniques.

PHYSICS also delivers a Reusable Artefacts MarketPlace (RAMP), in which internal and external
entities (developers, researchers etc.)can contribute fine-grained, reusable and tested artefacts
(functions, flows, controllers, etc.).

Furthermore, the project designs and implements a range of pilots and use cases that aim at validating
these technologies in reallife scenarios of three vertical sectors (eHealth, Agriculture and
Manufacturing).

Within PHYSICS, WP6 (Use Cases Adaptation, Experimeiata, Evaluation) aims to achieve the
following objectives:

1. Integrate the various technical artefacts of the technical Work Packages (WHR35) to the 3
logical bundles, enabling their use as one vertical solution or separate per case bundle

2. Define and inplement the necessary application scenarios, application adaptation and
experimentation through which the relevant KPIs (use case driven and component driven) are
assessed, evaluated and reported back to the component or application owners and the
external communities;

3. Provide the overall demonstrator executions, aiming to show the effectiveness of the
approach as well as the operational version of the RAMP marketplace, to be used in WP7
activities;

4. Gather the experiences report from the tests and documentg their outcomes, providing the
input for the road mapping activities of the project

1.1 Objectives of the Deliverable

This document describes thefinal OAOOT 0O 1T £ 0(93)#3 70¢ 4A0E 4¢8p
AT A 2A00AAT A ' OOAEAADOO - AOEAODPI AAA 01 secorblivedsion j 2 !
(D6.2) of the deliverable (out of the two foreseen in the WP6 work plan for this taski.e. D6.1 ad

D6.2). With respect to the general WP6 objectives mentioned before, this deliverable mainly focuses

on objectives 1. and 3. (in the latter only for the RAMP related activities).

The results that have been achieved during the work provide key contributiog for the fulfilment of

the 7th major WP6 milestone (MS12 PHYSICS 2nd integrated platform releaseforeseen for M34

of the project) and provide the second and final release of the proposed solution.

¢
(
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The document is (on purpose) sekcontained, i.e, OEAOAGS O 11 1T AAA O OAAA OEA
to get a full understanding of the updated contents and achieved resultShis release includesmany

additional and enhanced features with respetcto the previous one whichare summarizedin the table
@5--129 /& #('."' %3 &2/ - $¢08p06 OEADS %ATF 4 A% MID] Al A
the document.

The document is theaccompanyingtextual specification of the major result of the deliverable and the

task: the secondversion of the prototype of the ntegrated PHYSICS solution framework and RAMP,

which have been deployed into the PHYSICS blueprint reference target infrastructure.

The document and the integrated PHYSICS solution framework and RAMP setup constitute the overall
deliverable and task output

1.2 Insights from other Tasks and Deliverables

The following picture showsthe high-level interconnections between Work Package 6 (and T6.1) and
the other technical Work Packages that provide the more relevant inputs to the task:

* Node-Red Flows,
WP3 Components and

patterns
WP6
. I()B?fo};geni’jphmfzmon / \  Edge/Cloud Performance
gestiou WP5 WP4 s Platform Deployment and

Orchestration

Figure 1 - High level relations between WP6 and T6.1 and the other technical WPs

Important and relevant inputs for WP6 Task 6.1 are the outcomes of:

U WPS3 tasks and theirfinal AOAET AAT A A Rz ELddidhd Ardd Semarttio Gontinuum
Services Design Framework, Scientific Report and Prototype Descriptior2¥,

U WP4 tasks and their/EET A1  AOAEI AAIT A ChliPREtDMGBaNMided for @ Skl
Continuum SpaceTime Continuum Interplay, Scientifc Report and Prototype Description 20,

U  WP5 tasks and theirfinal AOAET AAT A A Rk ExtéddédAriraskuctiré Sesdrices with
Adaptable Algorithms Scientific Report and Prototype Description 20.

Moreover, the outcomes of T6.1 will continue to feg into the remaining WP6 tasks, mainly T6.3 (Use
Cases Adaptation & Experimentation) and T6.4 (Use Case Evaluatioifhese will be usedfor the
upcoming 2ndE OAOAOGEI T 1 &£ OEA 0(93)#3 O0EI T OO0 AT A 50A #AO0
of the proposed solution framework.

Furthermore, as consistently done since the beginning of WP6 T6.1 activities, the work delivered in
the task embodies a strict and continuous collaboration and alignment with WP2 tasks and partners,
towards the integration of the delvered outcomes (with special focus on the full compliance with the
final PHYSICS Reference Architecture).

Finally, the delivered integrated PHYSICS solution framework and RAMP marketplacee
fundamental inputs and drivers for WP7 (Exploitation, Dissermmation and Impact Creation), with
special emphasis on T7.2 (Business Innovation Development & Exploitation).

D6.2 7 Prototype of the Integrated PHYSICS solution framework and RAMR V
Page]| 16



H2020-ICT-40-2020 (RIA) PHYSICS 101017047

1.3

Structure

The deliverable consists of the following chapters:

i

Chapter 2 Ontegrated PHYSICS solution framework and RAMP Overviéwprovides an

overview of the features of thefinal version of the prototype, its architecture and relationship

to the final version of the general PHYSICS Reference Architecture, with a concrete example

of the Functions Design, Deployment and Execution and a sample sequence flow, via a sample
application that uses the capabilities of the integrated PHYSICS solutiorafmework that was

created ad hoc;

Chapter3 Ontegrated PHYSICS solution framework Implementatioddescribes the design and
implementation of the components and tools that together form the final version of the
prototype of the integrated PHYSICS solutioframework;

Chapter 4 (Reusable Artefacts MarketPlace Impleentation6 AAOAOEAAO OEA A
implementation of the final version of the prototype of the RAMP application;

Chapter5 3PHYSICS solution framework Intgration environmentd AAOAOEAAO OEA T
development and testing environment upon whichthe PHYSICS solution framework is built,
including the Continuous Integration/Continuous Delivery and agile processes put in place to

support all the development, testing and integration activities;

Chapter6 GConclusion® OOi I AOEUAO OEA OAOOI 600 1T &£ OEA x1 OF
next steps breseen for the related tasks;

Chapter7 (Reference® D OT OEAAO AAOAEI O 1T £ Ai1 OEA AEOAA
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2. INTEGRATED PHYSICSOBUTION FRAMEWORK AN RAMP
OVERVIEW

This chapter provides an overview of the features of thdinal version of the prototype of the
integrated PHYSICS solution framework and RAMP, through its architecture and relationship to the
final version of the general PHYSICS Reference Architecture, with a concrete example of the Functions
Design, Deployment and Execution and a sample sequerft®wv, and finally with a sample application
that uses the capabilities of théntegrated PHYSICS solution frameworkhat was created ad hoc.

2.1 PHYSICS solution framework architecture overview

This section summaries the final architecture of the integrated PIYSICS solution framework. The
PHYSICS architecture was described in deliverable D2.5 Reference Architecture SpecificationV2
(PHYSICS Consortium, 2022).

The final version of the prototype implementation of the integrated PHYSICS solution is fully aligned
to the final PHYSICS architecture. The main components of the PHYSICS architecture, implemented
in the PHYSICS prototype, are shown iRigure 2

Application Developer Layer
T3. 1 T3.3
LIHTEELEE [——Instantiate— Design Environment Reuse—» Design P_atlems
Components Repository
—Send App G 4|
_ _‘_ - Inztantiat: L|
' . Functional  Gontinuum Deployment Layer
]' Semantics Canstraints poy . Y
h 4 Global Continuum
3.2 rmﬁmﬁm'l otacamant
Models Calculate Deployment
TRTETENCE
T4.1 Engine/Reasoning
framework .
Deployment]
—'[54>| Services Capabilities I(J Graph T4.2
T4.5 Benchmark periodigally
-Deploy Global Fass Layer Performance Evaluation |
DevOps Processes
Descrit

I CITEFEIIETT I Distributed Memory Service Ta.4

I Jenkins Pipelines I | Faa$ Execution Layer Faa$ Execution Layer Faa$ Execution Layer

Tl | _ Aop Component1 _ AppComponent2  AppComponent3

Resource Management T5.3 Resource Management Resource Management
Scheduling T5.2 Scheduling Scheduling
| Algorithms | ) | Algorithms | | Algorithms |
Y ¥ |
L | Cloud Service A I | Cloud Service B I | Edge System A I I Edge System B I | Exotic System B ll=
Y
Ts. Infrastructure Layer
T5.4 | Elasticity Controller Ii
T3.4

Figure 2 - prototype architecture from RA
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The figure presents three layers from top to bottom: Application Developer LayerContinuum
Deployment Layer and Infrastructure Layer, which correspond to the developments in the three
technical work packages (WP3 Functional and Semantic Continuum Services Design Framework,
WP4 Cloud Platform Services for Global Spa€Bime Continuum Interplay and WP5 Extended
Infrastructure Services and with Adaptable Algorithms).

The top layer, Application Developer Layer, is the entry point for users that design their applications
using a Visual Workflow tool. The design of applications is eased by using common design patterns
such as splitjoin for function paralleli zation, batch processing, data collection, and more, provided
by the Design Patterns Repository. Application components (e,gunctions) can be semantically
annotated providing information to lower layers that may affect the placement, deployment,
operation and configuration of the application (Semantic Extractor/ Application Models). Application
components may have elasticity controllers that regulate the algorithms and resources needéar
scaling a component.Once the application is ready an application graph is built by the Semantic
Extractor (SE) which processes the flows, extracts their structure, as well as any other semantic
annotation. This information is mapped to ontological tiples and is stored in the Reasoning
Framework/Inference Engine.

The Continuum Deployment Layeroversees the deployment of applications and providing uniform
access to the diverse cloud services provided by one or more cloud provider®nce an applicatbn is
built in the previous step, it can be deployed. This step is initiated from the Design environment
contacting the Reasoning Framework. It retrieves all triples for the application, filters the list of
candidate services based on the application grdpneeds, and forwards the application graph to the
Global Continuum Placement (Placement Optimizer). The Global Continuum Placement decides the
most suitable deployment of applications considering the performance of the services, costs, and
affinity constraints of components. For that purposeit uses the performance of the services provided
by the Performance Evaluation component. The placement creates a deployment graph which is
forwarded to the Global FaaS Layer (Orchestrator), which may query the Reasong Framework for
details of the available clusters (e.g.endpoint, credentials etc.).The Orchestrator will use the
function information and do the actions needed to register the function in a cluster using a
Kubernetes operator. In this step, the applcation functions and flows are deployed and ready to be
used. The Orchestrator (Global FaaS Layer) abstracts the usage of different data centers from one or
more cloud providers. The management of data shared by functions of applications is provided at
this level by theDistributed Memory Service.

The Infrastructure Layer provides a view and interface for enabling an optinzed operation of the
edge and cloud services utidied for the realization of the application service graph. It deals wh a
single cluster. To this end the Service Capabilities component depicts and models the abilities of each
service and resource type (used by the Reasoning Framework in the previous step) in a cluster (cloud
provider). The analysis of different algorithmic approacles for adaptive and realtime provider level
scheduling (Scheduling algorithms) so that resources are adapted to current application needs while
maintaining overall QoS levels is done by the Resource Management component. The scheduling
algorithms take into the information provided Colocation strategies componentto create instances

of functions in the cluster nodes in order to maxinze performance. The cdocation component based
on the interferences of functions running in the cluster nodes generates afiity and anti-affinity rules

to be used by the scheduler to decide in which node a function will be finally executed in a given
cluster.

2.1.1 Design, Deployment and Execution of Functions
Figure 3 presents the steps and components of the PHYSICS framework platform involved in the design,
deployment and execution of a function. Thefrastructure includes two clusters (Cluster A and Cluster B)
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each of them with four nodes. W assume that the platform has been previously deployed. The figure
presents the minimal number of components involved in each step and focuses on two main processes:

U Process A: Building and testing a flow function (Stepstt 3)
U Process B: Creating aapp graph that consists of a set of flows and deploying them in the production
environment (Steps4 to 9)

4b. Extract Annotations

4a. Create App Graph Extractor
([flows,artefact i type], 4c. Submit App Graph Triples
useriD/branch, optional app ID) (returns appID)
4d. Return
App ID
i 1. Select flows 5b. Deploy Application (app id) (async operation with urj) -
3. Trigger
A‘T‘" Design and Function Test CLUSTER|
Control Ul Invocation
5a. Deploy flows
2d. Return
2a. Build Artefacts | [3rtefact locations
Jenkins Job -
2c. Register P!
I—I Fum&,ns / WP4 Resource
S Descriptions
2b. Store Artefacts ] Framwork
PEF
Container Registry and 64. “’""",ﬂf::g,‘,‘i;‘; (f‘:gl;:ls?mnh«pp Store
Code Repository bénctiiaris
Function Placement (periodically)
’ Image Package Optimizer
— 6b. T Get Cluster
: Resources
Return URL for status (periodically)
nonﬁcat‘::‘:,r:: p(:: ;::A:;medme K Ofcheshator 7 Get Cluster Information (creds etc)
8.a Function Deployment
OCM ManifestWork:
+ K8s Resources CRD
[10. Get images/code for deployment « Workflow CRD: OW Manifest
8.b Information
deployment/execution

/ o 9.b Function (Pod) creation
object
8.c Workflow CRD

Function &

9.c Function (Pod) creation

(function)
creation

(owr]  Glllows] (O[] Lo
Pod Pod Pod Pod
Docker Docker Docker Docker
os os os os
&STER A NODES J

CLUSTER B NODES

Figure 3 - Design, deployment and execution of a function

Process A assumes that the developer has used the Design andt@l| Ul in order to create a set of flows,

by using the PHYSICS provided flow templates, patterns and annotation nodes, as well as including their
own application code. Local testing of these inside NoeéRED can filter out common minor errors that could
take up much time if on each occasion the function needs to be built and deployed in the formal testing or
production environment. Furthermore, the developer has added annotations at the function or flow level
for desired aspects (e.gresource selectionaspects, deployment options, QoS features etc.). The design
process can be summared as:

1. The developer uses the Design and Control User Interface (Ul) to build one or more flows.
2. Function generation:
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a.

The selected flow ids are sent to the Serverless Function Generator (SFG) component which
orchestrates the process of building the related code or image artefacts with the help of a
Jenkins job.

Upon finalization of the process, the artefacts are storedhithe imageregistry.

After the deployable artefacts are ready, the related functions (i,eOpenWhisk (OW)
actions) are also registered in a test OpenWhisk environment

Upon finalization the deployable artefact locations are returned to the Control Uhiorder

to be used later on.

3. Registered function testing can be performed in the DEV testing environment. This aids in
eliminating errors and bugs that occur in the OW function execution, without the time needed for
going over the entire formal deploymentprocess (including optimization and cluster selection,
deployment etc. processes).

Process B: Deployment of an application on the production cluster

4. The developer can now initiate the formal deployment process.

a.

b.

The set of the flows, along with the dejlyable artefact location per flow, are forwarded from
the Design and Control Ul to the Semantic Extractor (SE).

The latter processes the flows and extracts their structure from the NodBRED JSON
specification, as well as any other annotation used by thesdeloper while creating the flow.
The relevant information is mapped to the ontological triples based on the PHYSICS
ontology and is forwarded to the WP4 Reasoning Framewol(RF) for storage.

The reasoning framework also assigns a unique application I® the flow set, which is
returned to the SE and from there to the Design and Control Ul. This is the main identifier
through which follow-up queries can be performed towards the Reasoning Framework. If
an update of the application is needed at a future jrat in time, the call to the SE should
include that application ID to be used in the calls.

5. Once this process is finalied, the developer can initialze the actual deployment for that application

ID.

a.
b.

The Design and Control Ul receives the request.

The request is forwarded to the RF for initializing the process in WP4. A relevant URL is also
given, in order for the various components in WP4 to inform the developer on the progress
of the deployment.

6. The Reasoning Framework receives the request and retrievabe descriptions of the related
application graph.

a.

It enriches the application graph with candidate resources, after applying the related

inference based on user and resource annotations, and forwards the relevant description to
the Placement Optimizer fo placement. These descriptions include also performance

metrics from the Performance Evaluator (PEF), acquired for a given cluster in an offline
manner.

The Placement Optimizer selects the most suitable resources for the deployment. This
information is sent to the Orchestrator.

7. Application deployment
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a. The orchestrator generates the OCM ManifestWork CRD YAML with K8S resources CRDs and
workflow CRD. The Orchestrator sends this information to the Resource Manager (Open
Cluster Management Huh)

Each clusterreceives this information through the K8s API. In this case Cluster A will process
the request

b. The workflow operator is in charge of orchestrating the deployment and registration of the
application workflow (set of functions and flows).

c. It processes the wokflow CRD (one of the native Kubernetes mechanisms for extending its
functionality. It keeps all information about the flows, both data (instance data) and
i AOAAAOA | OANOEOAI AT 60 1T £# OEA &O01 AOET T 08(Q

d. Registers the function though the OpenWhisk APl (OW funeh registration)

8. Function invocation
a. When a function is invoked, if there are no Pods warm or prearm to execute that function,
OpenWhisk triggers the creation of a Pod to execute the function invoking K8s API on the
cluster where OpenWhisk is runningCluster A).
b. The creation of a Pod in the cluster is intercepted by the MutationWebhook which adds:
i.  The scheduler information to the pod (e.g., energy efficient scheduler)
ii. Coallocation strategies to the pod (e.gco-allocate the pod with pods that do nb
consume network bandwidth)

c. The Scheduler pod creates the pod in one node in the cluster and OpenWhisk can execute
the function

2.1.2 Sample sequence flow

The following diagram includes more detailed steps, as well as interfaces and sequences of operations
in one diagram. This will aid in the creation of an integrated flow to complete the needed transfer of
functionalities from WP3 to WP4, starting from the description of the application to be deployed as
well as including the other necessary options and annations of the developer, while alerting the
latter about the status in each step. The diagram is presented Figure 4.
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Figure 4 - WP3/4 Integration Diagram for Application Deployment

The developer uses the Design Environment Control Ul to select a set of flows to build. The selected flow
ids are sent to the Serverless Function Generator (SFG) component, which orchestrates phecess of
building the related code or image artefacts with the help of a Jenkins job. Upon firzaliion of the process,
the artefacts are stored in the image registry (if they are images) or the code repository as a needed code
package. As part of the mrcess, the related functions (or Opéwhisk actions) are also registered in a test
Openwhisk environment. This is necessary for testing the actual implementation as a function execution
before submitting to the production cluster. Uporfinali zation the deployable artefact locations are returned

to the Control Ul to be used later on. Through the Control Ul, the developer may trigger the execution of the
respective deployed version of the function in the test OW platform.

Once all tests have finished, the del@per can initiate the formal deployment process. This starts with the
triggering of an operation to create the respective application graph from the selected flows. The set of the
flows, along with the deployable artefact location per flow, are forwardedrom the Control Ul to the
Semantic Extractor(SE) The latter processes the flows and extracts their structure from the NodRED
JSON specification, as well as any other annotation used by the developer while creating the flow (as
detailed in D3.1). The elevant information is mapped to the ontological triples based on the PHYSICS
ontology and is forwarded to the WP4 Reasoning Framework for storage. The reasoning framework also
assigns a unigue app ID to the flow set, which is returned to the SE and frdnette to the Control Ul. This is
the main identifier through which follow-up queries can be performed towards the Reasoning Framework
(RF). Once this process isompleted, the developer can initialze the actual deployment for that app ID. If
an update ofthe application is needed, the call to the SE should include that app ID to be used in the calls.

During the deployment process, the respective operation is initiated by the Control Ul, giving at the same
time a return URL in which it should be asynchronosly notified for the status of the deployment. Each
involved component in that process should use that URL to indicate success or failure of the intermediate
steps. The first receiving component from WP4 is the Reasoning Engine, which retrieves all tripfes the
specified app ID, applies the related inference and forwards the relevant description to the Placement
Optimizer for placement. The placement is finatied and forwarded to the Orchestrator, which may query
the RF for details of the defined clustefe.g, endpoint, credentials etc.). In the final description sent to the
Orchestrator, the location of the deployable artefacts for each function or flow needs to be maintained, since
it is needed for the registration process. Once the creation of the eslant FaaS platform is finalied, the
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Orchestrator can extract the function information from the provided JSON description of the app and
perform the relevant registration calls, including the artefact location, towards the Opéfthisk interface. In
this step, the application functions and flows are deployed on the target platform and are ready to be used.

2.2 Sampleapplication of the integrated PHYSICS solution framework

In order to proceed with the integration, a sample application that uses the capabilitiesfahe
integrated PHYSICS solution frameworkvas created. The purpose of this application is primarily to
test new features of the PHYSICS platform, such as the inclusion of benchmarking results and
resource profiling, the ability to dynamically place functons and invoke them in the scope of one
application etc, as well as annotations passing from the developer in the Design Environment to WP4
and 5. These annotations may help decide on various aspects such as placement, scheduling, sizing
etc., so the man purpose of integration in this case relates to how these annotations are propagated
from the beginning to the respective component that needs to act upon them. The sample application
consists of 2 main flows, aiming to test basic functionalities such asage building etc., as well as the
creation of the app graph (including annotations), the registration to the Reasoning Framework,
registration and execution to OpeWhisk of a custom image

2.2.1 Sample sequence flow
The sample NodeRED flow (Figure5) aims to test the way a NodeRED flow is converted to a function.
Things to test in this case primarily refer to how:

U The build process forthe Node-RED runtime image creation
0 The OW interface and argument passing
U The included annotations are:
o Importance =high flow level value to be taken under consideration by the scheduling
layers
o OptimizationGoal (performance), to be taken under consideration by the
optimization placement layers of WP4
0 Sizing annotator node for setting Memory=512 MB and Timeout220000, to be
applied in the Node RED function registration process
0 Executor mode for indicating Node-RED flow as function execution
0 Locality =aws, to be taken under consideration by the placement layers of WP4
U The specific function has also undergone the process of the Performance Pipeline, described
in D3.2, to extract benchmarking results on both aailable clusters (AWS and Azure) as well
as to extract the resource profile of the specific function. This is needed for the function to
participate in the placement optimization and coallocation strategies
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[pest] finit hifp

[pest] frun helo world

OW SKELETON with hello world function

hitp

]
Executor Mode

SizingAnnctator

Opfimization Goal (Flow Level)

8

Locality(flow level)

Figure5 - Sample Nde-RED function flow

2.2.2 Orchestrator Flow

The second flow Eigure 6) refers to a sample NodeRED flow function that needs to orchestrate and
invoke actions in the same application graph, wrapped around an OW skeleton pattern. The main goal
of this flow is to test the dynamic placement of the functions in the graph in a muHtluster setting.
Given that the developer may not know beforehand where each function will be placed on a multi
cluster setting (due to the PHYSICS global placement optimization proces#jey cannot dictate the
location of the invoked function at design time. They could do that through the locality annotation
however this would negate the benefits of the multicluster ability. Things to test in this case include:

U The Dynamic Orchestrator pattern, defined in D3.2, and how the information can be
propagated through the respective layers, indicatively
0 Semantic annotations inside the flow
0 Application graph creation through the Semantic Extractor
0 Storage and manipulation by the Reasoning Framewb to reach the Orchestrator of
WP4
U Dynamic configuration of the created orchestrator function with information on the location
of the invoked function by the Orchestrator and successful execution of the application in the
two available clusters, with onefunction being able to invoke the other remotely placed
function without using static configuration. This is needed for the Adaptive Platform
Deployment process
U The flow includes also a QoSRequirements semantic node, which indicates the need for an
average wait time less than 200 milliseconds, a setting that can be used in the Runtime
Adaptation process.
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—  SizingAnnotator QoS Requirements

[post] finit hifp

[pest] frun ottt call HelloFunctionVz hitp
: msg payload = L

Figure 6 - Sample NodeRED Orchestrator flow as Function

Through the availability of the resource profile of at least onéunction, we can also test the optimized
cluster operation and the coallocation scenarios, provided that the function for which the
performance profile exists is scheduled on the respective cluster that includes this mechanism and is
executed alongside dber functions for which their profile is known.

Thus, the setup of this test application and the careful selection of the parameters included in its
functions enables the testing of all the main parts of the PHYSICS platform and newly added Y3
features.

2.3 Reusable Artefacts MarketPlaceRAMP overview

The Reusable Artefacts MarketPlace (RAMP) serves as a dynamic platform that bridges the gap
between the project's solutions, results, and use cases, and the external stakeholders and initiatives
that can levaage these outcomes. It is an ecosystem that fosters the growth and development of
reusable low-code artefacts. These artefacts facilitate the creation of serverless applications or aid
their transition to the serverless cloud paradigm.

RAMP's design encorages collaboration and innovation. It enables external project entities to host
their solutions, thereby expanding the range of available artefacts. Moreover, it provides an interface
for these entities to request extensions or technical assistance for aaxisting artefact, fostering a
collaborative environment that promotes continuous improvement and adaptation. RAMP's progress
and advancements made during the second period of the project are detailed in Section 4. For a
concise understanding of its struture, refer to Figure 7 which provides a highlevel overview of the
platform's architecture.
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PHYSICS RAMP
Main Page (general info, registration)

ASSETS
Assets Exploration, Categorisation
and upload

USE CASES
End to end applications demonstrating
PHYSICS capabilities and Assets

TRAINING

Webinars, Videos, How-to videos
related to PHYSICS results and solutions

Figure7 - RAMP High Level Overview
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3. INTEGRATED PHYSICS OBUTION FRAMEWORK
IMPLEMENTATION

This chapter covers the design and implementation of the components and tools that together form
the second and final version of the prototype of the integrated PHYSICS solution framework.
Typically, most of the componentg tools expose their owninterfaces (e.g, REST API) to other (client)
componentd tools directly for a proper invocation and integration.

The following sections describe eacltomponent/tool through an overview, information about its
technology architecture (design and implementation), a summary of the exposeuhterfaces (e.g,
RESTAPI endpoints), and information aboutits distribution and configuration for deployment.

The components/tools will be described in a sequentialand logical order (from top to bottom)
aligned to the logical layers of the PHYSICS RA.

3.1 Visual Workflow

3.1.1 Overview

Visual Workflow (also known as Design Environment)is a web application, which embeds Nod&kED
environment, communicates with the APl of NodeRED and provide features to build and deploy
flows to the other PHYSICS Components

3.1.2 Technology architecture
Visual workflow consists ofthe following major components

1. Control Ul (Frontend application)

Serverless Function Generato(SFGQ (Backend for Control Ul)
Artifact Query Service (Microservice)

Graph Draft Service (Microservice)

Function Service (Microservice)

Build Result Processor (Microservice)

Artifact Processor (Microservice)

Graph Processor (Microservice)

Import Image (Microservice)

10 Cluster Service (Microservice)

©oNoORAGD

The entry point is the Control Ul, which communicate through the REST API with SFG. SFG uses REST
API to communicate with Artifact Query Service, Graph Draft Service, Function Service, Semantic
Extractor, Inference Engine, Import Image, Cluster service and Jenkins. Build Result Processor reacts
on queue messages, which are emitted after successful Jenkins builds and pushes it to the queues,
which are listened to by the Arifact Processor and Graph ProcessoDeployment state reacts on a
gueue message to update the state on the WebSocket of the deployment state of the grafe
following Figure 1Figure 8 shows a graphical representation of the components integration.
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Figure 8 - Visual Workflowcomponentsintegration schema

3.1.3 Interfaces/API

Control Ul API
Control Ul is a frontend application, which provides a user interface to interact with Nod®ED and
all activities regarding triggering building, testing and deploying flows

SFEG API
U Get Flows
Retrieves flows from NodeRED environment and returns it withbuild information from database.

Tablel - VW/API- get flow
Path /flow
Method GET
Request body -
Success response HTTP 200 with response body:

{

~~~~~ -
OOAI OA6qd &I T x¢ ¥
}

Error response HTTP 404 when NodeRED ordatabase is unavailable

AAT h
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U Get Subflow

PHYSICS 101017047

Retrieves flows from NodeRED environment and returns it with build information from database.

Path
Method
Request body

Table2 - VW/API get subflow

/subflow
GET

Success response HTTP200 with response body:

Error response

U Build Flows

OOOAAAOGOGG AT T 1 AATh
OOAI OAo6q ¢
{
OEA6d OOOET Ch
Ol Al Ad6d OOOET ¢h
OET £l 6d OOOET Ch
OAAOACI OUusd OOOET Ch
]
}

HTTP 404 when NodeRED or database is unavailable

Receives flowid as input, triggers Jenkins build for given flow and returns URL to Jenkins job.

Table 3 - VW/API- build flow

Path / build
Method POST
Request body {

"flowld": string

OAOAT AE. AT A6d OOOET C
}

HTTP 200 withresponse body:
{

"results": "url_to_jenkins_job",
}
HTTP500E £ OOECCAOEI C ET A
OOAOOO0 xA CAO EOTI
figure out the reason.

Success response

Error response AEAEI

*AT EET O

U Get Build Status
Emits status of current Jenkingobs

Table4 - VW/API- build status
Path /build -status
Method POST
Request body -
Success response Message Event with data:

{

status: BuildStatus,
OFI I x) Adbdg OOOEI C
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}

Error response Message Event with error message.

U Deletebuild
Emits status of current Jenkins jobs

Table5 - VW/API- delete build
Path /build/:id

Method DELETE
Request body -
Success response HTTP 200 with response body:
OEA AOOEEAARO. OAi i OAAG
Error response HTTP 404 if no artifactpresent

U Deploy App Graph
Receives graph id and triggers deployment process of WP4 for given graph.

Table6 - VW/API- deploy app graph

Path /deployment
Method POST
Request body {
"graphld": string
}
Success response  HTTP 200x EOE OA @O OAODPI T OAg O:
Error response Forwarded from WP4

U Get Deploy app graph state
Emits status of current status of the deploy

Table7 - VW/API- deploy status
Path /deployment -status
Method Server Side Event
Request body -
Success response Message Event with data:
{
id: string,
data: {
stepName: string,
success: boolean,
message: string,
isLastStep: boolean,
applicationld: string,
branch: string
}
}

Error response MessageEvent with error message.

U Get last status of Deploy app graph state
Get last status of status of the deploy graph
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Table8 - VW/API- last state of deploy status

Path /deployment -status/last -status/:branchName
Method GET

Request body -

Success response HTTP 200 with text response:

[
{
id: string,
data: {
stepName: string,
success: boolean,
message: string,
isLastStep: boolean,
applicationld: string,
branch: string
}
}
]

Error response Message Event with error message.

U Create Graph
Receives flowsas inputand if they already built create graphsin Semantic Extractor, otherwise
triggers build for all unbuilt flows and create graph draft in database.

Table9 - VW/API-create graph

Path /graph

Method POST

Request body {

"flows": Flow[],

}

Successresponse (440 c¢mnn xEOE OA@O OAODPIT O
AOEI AO OOECCAOAA &1 O O1 AGE
EAd 83

Error response HTTP 404 in case of any connection problems

U Get All Created Graphs
Returns all created graphs.

Table10 - VW/API- get all created graphs
Path /graph
Method GET
Request body -
Success response HTTP 200 with responsebody:

[

{
"id": string,
"flows": {
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OFI 1 x6q¢g &I 1T xh
0001l 6q OOOET C
}
}
]
Error response HTTP 404 in case of any connection problems

U Get All Graph Drafts
Returns all graphs, which are still waiting for some of its flows to béuilt.

Tablel11l - VW/API- get all graph drafts
Path /graph/draft
Method GET
Request body -
Success response HTTP 200 with response body:

{
"builtFlows": { . 3
O/ T <54 &l 1 xh
OO0l 64 OOOEI C
HI,
"unbuiltFlows": Flow(]
}
Error response HTTP 404 in case of any connection problems
u Get Functions S S o )
2RAO0001 60 Al AOAEI AAT A £O61 AGET 106 1 AI A0S

Table12 - VW/API get functions
Path /function
Method GET
Request body -
Successresponse  HTTP 200 with response body:
string[] as function names
Error response HTTP 404 in case of any connection problems

U Invoke Functions
Receives function name and parameters, invoke the function and returns activation id of this call

Table 13 - VW/API- invoke functions

Path /function/invoke
Method POST
Request body {

functionName: string,
params: JSON object
}
Success response HTTP 200 with response body:
String as activation id
Error response HTTP 404 in caseof any connection problems
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U Get function activation result
Receives activation id as query parameter and return result of given function activation

Path

Method

Request body
Success response
Error response

Table 14 - VW/API- get function activation

/function/:activationld
GET

HTTP 200 with response body containing function result

HTTP 404 in case of any connection problems

U Get cluster list
Retrieve all defined external cluster.

Path

Method

Request body
Success response

Error response

U Get flow file

Table15 - VW/API- get clusters

/function/clusters
GET

HTTP 200 with response body:

[
{

cluster: string,
owurl: string,
credid: string,
remote: boolean
}
]

HTTP 404 in case of angonnection problems

Retrieve the requested flowfile

Path

Method

Request body
Success response

Error response

Table16 - VW/API- get flow file
[function/flowfile/:flowFile
GET

HTTP 200 with response body:
{

flowfile: string

}

HTTP 404 in case of any connection problems

U Start performance pipeline
Request the start of the performance pipeline
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Table17 - VW/API- start performance pipeline

Path /function/start -performance
Method POST
Request body {

functionName: string,
params: Record<string, string>,
remote: boolean,

owurl: string,

credid: string,,
dockerimagename: string,
cluster: string,
openwiskTest: boolean,
functionMemory: number,
testDuration: number,
testFunctionPayload: string

}
Success response  HTTP 200 with response body:
{
"results": "url_to_jenkins_job"
}
Error response HTTP 404 in case of any connection problems

U Get performance result
Request the result of the performance pipeline

Table 18 - VW/API- get performance result

Path /function/performance -result
Method POST
Request body {
jobUrl: string
}
Success response  HTTP 200 with response body:
{

activation: string,
result: string

}

Error response HTTP 404in case of any connection problems

U Get performance pipeline status
Emits status of current Jenkins jobs

Table19 - VW/API- performance pipeline status

Path /performance -pipeline -status
Method Server Side Event
Request body -
Success response  Message Event with data:
{
id: string,
status: {
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state: string,
url: string,
progress: number
}
}

Error response Message Event with error message.

U Get all performance pipeline status
Retrieve all running performancepipeline status for the local user.

Table 20 - VW/API- get all performance pipeline status

Path /performance -pipeline -status/getAll
Method GET
Request body -
Success response  Message Event with data:
[
{
id: string,
status: {
state: string,
url: string,
progress: number
}
}
]

Error response Message Event with error message.

U Get list of imported image by user S .
Get the list of the user imported image with the Keycloak Bearer token, intii@! OOET OEUAQOET 1 6 E/

Table21 - VW/API- get imported image
Path /import -image
Method GET
Request body
Success response  HTTP 200 with response body:

OOOAAAOGOG6q ATT1AAT
OOAI OAd6d

{

_id: string,

user: string,

buildinfo: BuildinfoDto,
buildDate: Date,
imageStatus?: ImageStatus,
jobUrl?: string,

oldaction?: string
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Error response HTTP 404 in case of any connection problems

U Start request for importimage A A A N
30A00 OEA Ei i OOAA Ei ACA PEPATET A xEOE OEA +AUAITAE

Table22 - VW/API- Import image

Path /import -image/:branchName
Method POST
Request body {

user: string,

buildInfo: BuildInfoDto,
buildDate: Date,
imageStatus?: ImageStatus,
jobUrl?: string,

oldaction?: string

}

Success response  HTTP 200 with response body:

@OéAéAOOéq AT T1AATh
OOAI OAd6d

{

_id: string,

user: string,

buildInfo: BuildInfoDto,
buildDate: Date,
imageStatus?: ImageStatus,
jobUrl?: string,
oldaction?: string
}
]
}

Error response HTTP 404 in case of any connection problems

U Get docker image
Check if the image requestebly the user is already present with the Keycloak Bearer token, in the

O! OOET OEUAOQOETT 6 EAAAARO

Table23 - VW/API- Check if import image already exists

Path /import -image/docker -
image?dockerlmage=string&version=string
Method GET

Request body -
Success response  HTTP 200 with response body:
{
registry: string,
public: string,
repo: string,
credid: string,
credDescription: string,
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dockerimage: string,
version: string,
actionname: string,
externalregistry: string

}

Error response HTTP 404 in case of any connection problems

U Get all imported image
Get all imported image

Table24 - VW/API - Get all imported images

Path /import -image/all
Method GET
Request body -
Success response  HTTP 200with response body:

[

{
_id: string,
user: string,

buildInfo: BuildInfoDto,
buildDate: Date,
imageStatus?: ImageStatus,
jobUrl?: string,
oldaction?: string
{
]

Error response HTTP 404 in case of angonnection problems

U Get jenkins credentials id created by the user o o o
GetallcreatedAT EET O AOAAAT OEA1 O EA AU OEA OOAO xEOE OEA +
header.

Table25 - VW/API - Get credentials id
Path /import -image/cred -id
Method GET
Request body -
Success response  HTTP 200 with response body:
[
{
id: string,
description: string
{
]

Error response HTTP 404 in case of any connection problems

u Createjenkins credentials id 5
CreateenkinsAOAAAT OEA1I O EA xEOE OEA +AUAIT AE ." AAOAO OI1 EA
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Table26 - VW/API - Create credentials id

Path /import -image/cred -id/:userName
Method POST
Request body {

description: string,
username: string,
password: string

}
Success response  HTTP 200 with response body:
{
id: string
{
Error response HTTP 404 in case of any connection problems

U Getimport image status
Emits status of current Jenkins jobs.

Table27 - VW/API- import image status

Path /import -image-status
Method Server Side Event
Request body -
Success response  Message Event with data:
{
imgld: string,
status: {
state: string,
url: string,
progress: number
}
}
Error response Message Event with error message.

U Export Node-RED subflow
Generate a downloadable package of the subflow.

Table28 - VW/API- export subflow
Path /npm -packages/:flowld
Method Server Side Event
Request body {
name: string,
version: string,
color: string,
category: string
}
Success response  HTTP 200 with response body:
{
success: boolean,
value: {
msg: string
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}
file: {
name: string,
data: Buffer
}
}

Error response HTTP 404 in case of angonnection problems

Artifact Query Service API
U Create Artifact
Create new artfact based on incoming flow.

Table29 - VW/API- create artifact

Path /artifact
Method POST
Request body {
flows: Flow([],
logClientld: string
}
Success response HTTP 200 with response body:
[
{
flow: Flow,
label?: string,
url?: string
}
]
Error response HTTP 404 in case of any connection problems

U Get Artifact
Return artifact from database for given flowfile.

Table 30 - VW/API- get artifact

Path /artifact/:flowFile

Method GET

Request body -

Success response HTTP 200 with response body:
[
{

flow: Flow,
label?: string,
url?: string
}
]

Error response HTTP 404 in case of angonnection problems

U Delete Artifact
Delete artifact from database for given data.
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Table 31 - VW/API- delete artifact

Path [artifact
Method DELETE
Request body {

documentld: string,
logClientld: string

}

Success response  HTTP 200 with response body: Number of elements
removed

Error response HTTP 404 in case of any connection problems

Graph Draft Service API
U Get Draft
Returns all graph drafts from database

Table32 - VW/API- get draft service
Path /draft
Method GET
Request body -
Success response HTTP 200 with response body:

{
"builtFlows": { . 3
O/ T x5d &l 1 xh
OO0l 64 OOOEI C
HI,
"unbuiltFlows": Flow(]
}
Error response HTTP 404 in case of any connection problems

U Create Drafts
Create a graph draft from database.

Table33 - VW/API- create graph draft

Path /draft
Method POST
Request body {

builtFlows: Artifact[],
unbuiltFlows: Flow[]

}
Success response  HTTP 200 without response body
Error response HTTP 404 in case of any connection problems

Function Service API
u get Functions o
2A0001 06 Al1l AOAEI AAT A E£O1 AGET 108 1 AI AOS

D6.2 7 Prototype of the Integrated PHYSICS solution framework and RAMR V
Page|41



H2020-ICT-40-2020 (RIA) PHYSICS 101017047

Path

Method

Request body
Successresponse

Error response

Table 34 - VW/API- get function service
/function
GET
HTTP 200 with response body:
string[] as function names
HTTP 404 in case of any connection problems

U Invoke Functions
Receives function name and parameters, involsghe function and returns activation id of this call

Path
Method
Request body

Success response

Error response

Table 35 - VW/API- invoke function
/function/invoke
POST
{

functionName: string,
params: JSON object

}

HTTP 200 with response body:

String as activation id

HTTP 404 in casef any connection problems

U Get function activation result
Receives activation id as query parameter and return result of given function activation

Path

Method

Request body
Success response
Error response

Table36 - VW/API- get activationID
/function/:activationld
GET
HTTP 200 with response body containing function result
HTTP 404 in case of any connection problems

Cluster Service API

U Get Clusters

Returns all available clusters.

Path

Method

Request body
Success response

Table37 - VW/API- get all clusters service
[cluster
GET
HTTP 200 with response body:

[
{

cluster: string,
owurl: string,
credid: string,
remote: boolean
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}
]

Error response HTTP 404 in case of angonnection problems

Import Image API
U Get list of imported images by user
Retrieve the imported image on db. The request is protected with the Keycloak Bearer token, in the

O! OOET OEUAQOET T 06 EAAAAO

Table38 - VW/API- get imported image
Path /import -image
Method GET
Request body
Success response  HTTP 200 with response body:
[
{
_id: string,
user: string,
buildInfo: BuildInfoDto,
buildDate: Date,
imageStatus?: ImageStatus,
jobUrl?: string,
oldaction?: string
{
]

Error response HTTP 404 in case of any connection problems

U Insert import image
Insert the imported image on db. The request is protected with the Keycloak Bearer token, in the
O! OOET OEUAQOET T 6 EAAAAO

Table39 - VW/API- Insert import image

Path /import -image
Method POST
Request body {

user: string,

buildinfo: BuildinfoDto,
buildDate: Date,
imageStatus?: ImageStatus,
jobUrl?: string,

oldaction?: string

}

Successresponse HTTP 200 with response body:
{
_id: string,
user: string,
buildinfo: BuildinfoDto,
buildDate: Date,
imageStatus?: ImageStatus,
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jobUrl?: string,
oldaction?: string

}

Error response HTTP 404 in case of any connection problems

U Updateimport image

PHYSICS 101017047

Update the imported image on db. The request is protected with the Keycloak Bearer token, in the

O! OOET OEUAOETT o6 EAAAAO

Table40 - VW/API- Update import image

Path /import -image/:id
Method PUT
Request body {

user: string,

buildInfo: BuildInfoDto,
buildDate: Date,
imageStatus?: ImageStatus,
jobUrl?: string,

oldaction?: string

}
Success response  HTTP 200if successfully updated
Error response HTTP 404 in case of any connection problems

U Get dockerimage

Check if the image requested by the user is already present with the Keycloak Bearer token, in the

O! BOET OEUADOEIT 16 EAAAAO

Table41 - VW/API- Check if import image already exists

Path /import -image/docker -
image?dockerimage=string&version=string
Method GET

Request body -
Success response  HTTP 200 with response body:
{

registry: string,
public: string,
repo: string,
credid: string,
credDescription: string,
dockerimage: string,
version: string,
actionname: string,
externalregistry: string

}

Error response HTTP 404 in case of any connection problems

U Get all imported image
Get all imported images.
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Table42 - VW/API - Get all imported images
Path /import -image/all
Method GET
Request body -
Success response  HTTP 200 with response body:
[
{
_id: string,
user: string,
buildInfo: BuildInfoDto,
buildDate: Date,
imageStatus?: ImageStatus,
jobUrl?: string,
oldaction?: string
{
]

Error response HTTP 404 in case of any connection problems

U Get jenkins credentials id created by the user

Get all created jenkindA OAAAT OEAT O EA AU OEA OOAO xEOE OEA +AUAI
header.
Table43 - VW/API - Get credentials id
Path /import -image/cred -id
Method GET

Request body -
Success response  HTTP 200 with response body:
[
{
id: string,
description: string
{
]

Error response HTTP 404 in case of any connection problems

Build Result Processor API

The Build Result Processor reacts to the messag®n queue emittedafter successful Jenkins Build.

Format of themessage is described here:

https://plugins.jenkins.io/mq -notifier/

7A AOA ET OAOAOGOAA 171U ET OEA 1T AOOACA xEOE OOAOA(4
for artifact processor and graphprocessor

Deployment status API

Deployment status exposes &VebSocket with a query branch; for each WS connection the application
creates a queue on RabbitMQdund to the exchangedeployment -status and sends back the queue object
by the the tag branch in rabbitMQ object. The created queue will be closed when IN&connection is ended.
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stepName: string,
success: boolean,
message: string,
isLastStep: boolean,
applicationld: string,
branch: string

Artifact Processor API

Artifact Processor reacts on the message on queue emitted from Build Result Processor in format:

Afl owo: Fl ow,
Aurl o: string

Graph Processor API

Graph Processor reacts on the message on queue emitted from Build Result Processor in format:

iflowodo: Flow,
Aurl o: string
}

3.1.4 Distribution, deployment and configuration
All subcomponents are prepared as separated docker images. Kdct Query Service, Graph Draft
Service,Function Service Build Result Processor, Arfact Processor Graph Processoy Import Image
and Cluster Serviceare hosted on the PHYSICS Kubernetes Cluster. SFG and Control Ul are meant to
be hosted locally on the uer machine together with the NodeRED environment. The whole local
environment can be startedutili zing docker-compose files.

3.1.5 Control Ul

Control Ul consists of two main tabs: one with Nod&kRED environment and second with Admin Panel,
which contains all logic for communication within the PHYSICS platform.

In the following the two main tabs are described in detail:

0 Node-RED
Embedded NodeRED environment, which allows developers to use it as a standalone application.
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Menu =<2 Node-RED
Flow 1 + - il i @ & o -
Hello ~ common
Flows
Admun Panel LEE > B Flow1
9 Flow 2
s ]
Node Red > B9 Flow3
complate Subflows
= Tpost] finit hitp Global Configuration Nodes
status.
link
e past] /run hello wortd
fink call
fnkeut OW SKELETON with hello world function
. ntip
n
~ function Executor Mode B3 Flow1
Flo
function
switch
change
range
template
delay -
rigger
exec
fiter

U Build tab in Admin Panel

Figure 9 - NodeREDenvironment

Dialogwhere developers can choose flow to build arfacts.

&3 [RIEN4[eiS Admin Panel suios

GRAPHS IMAGE IMPORT

SUBFLOW EXPORT

Generic User £

Admin Panel Available Flows C Reload
Node Red Flow 1 39ef55a8.55f96a v v
bashboard O Visualization - Dashboard 8b8lc4b76d40c840 v
Branch:

Logs )

Version: 1.1.0

Figure 10 - Build flow

U Testtab in Admin Panel

Dialog where developers can test flows deployed to the test OpenWhisk environment or request a
performance test on local Faa$latforms or on a remote cluster
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g@ PHYSICS Admin Panel Buibs TEST GRAPHS IMAGE IMPORT SUBFLOW EXPORT Generic User €2

Admin Panel Function *

Node Red
Openwhisk Test Performance Test

Dashboard M

Put JSON for parameters

Branch:

Parameter key * Parameter value *

Logs 3}
+

Check automatically until success

Version: 1.1.0

Figure11 - Test flow

U Graph tab in Admin Panel
Dialog where developers can see all the draft and created graphs.

@ PHYSICS Batelyllagel -] L TEST GRAPHS IMAGE IMPORT SUBFLOW EXPORT Generic User €3
Admin Panel Created Graphs
Node Red appl v
Dashboard [ app0 v
Branch:

Graph Drafts v
Logs m

Create graph
Version: 1.1.0

Figure 12 - See created and draft graphs

Developerscan also create new graphs here.
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Create Graph

Flows

registry.apps.ocphub.physics-faas.eu/custom/roberto:37

Visualization - Dashboard

App Graph

Cancel

Figure 13 - Create a new graph

U Import image in Admin Panel

Where the user can view all requested import image and request a new one

Create

@ BIEAA[GIS Admin Panel BuiDs  TEST  GRAPHS SUBFLOW EXPORT Generic User £
Admin Panel |mpo rted |mqges + Import (¥ Reload
Node Red

flow-test_rmusso _30003c96-ecfd-417a-80f9-adbf847b2c9b Imported: 2[17/23, 5:27 PM v v
Dashboard M

testimportlocal _rmusso _7542fca6-d410-4895-8095-36d23696aafb Imported: 3[17[23, 4:17 PM v v
Branch: user
L o testimportlocal _v2_rmusso_69aca7d5-5917-4f27-b965-b765e9e14bc0 Imported: 3/21/23, 9:03 AM @ v
ogs T

testimportlocal _v2_rmusso_5225f3c6-3585-4cc2-863b-f8adaf9040ff Imported: 3/23/23,4:18 PM v v

Version: 1.1.0

Figure 14 - Import image
U Export subflow in Admin Panel

Where the user can export the local subflow created on Noe€RED
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&2 PHYSICS

Admin Panel

Node Red
Dashboard M
Branch:

Logs 3}

Version: 1.1.0

U Dashboard

Admin Panel

BUILDS TEST

Available Subflows

Name

Async Get/Set Flow/Global
BranchJoin

Executor Mode

Edge ETL Service to HTTP out
QOWwskeleton
EdgeETLCronPastHistoryFunction
EdgeETLitemFunction
OWwskeletonTabulaRasa
Array2CsV

Function Importer

SizingAnnotator

GRAPHS

IMAGE IMPORT SUBFLOW EXPORT

Category

PHYSICS Helpers

PHYSICS

PHYSICS Annotators

PHYSICS

PHYSICS

PHYSICS

PHYSICS

PHYSICS

PHYSICS Helpers

PHYSICS Annotators

PHYSICS Annotators

Figure 15 - Export subflow
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Generic User

aalbbf0lb9f4e2c3

61834c2663a6eceb

694cb784968dc0b9

906076393d9542b2

1ff181c757f68588

23t46b8ab706d2fd

15c44cl7caf4b2c8

9fl18cdd6d08360a

e€30b86a3.e2377

5e326a328ffd168e

dd8835083692860a

Where the user can see the performance of local running flow on No@ED

Admin Panel
Node Red
Dashboard M
Branch

Logs |

Version: 1.1L.0

Moving Average Duration

Cold Start

Meoving Avg Wait Time

Errors

Figure 16 - Dashboard

Moving Avg Init time
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3.1.6 Cloud versimn

control-ui-cloud

G c localhost.

- Building Flow

Create

:§ Build and deploy workflow created in your Node-RED enviroment
builds

Tests
Q  search

n
Imports

e

L

Graphs

" Hello World v

39ef55a8.55196a

Figure 17 - Control Ul cloud

With the aim of better usability, portability, accessibility and exploitation, the Control Ulwas
redesigned in afull cloud version architecture. The main featuresare still the same but the Ulis one
for all the users as thebackend, whichis redesignedto be a NestjsGraphQLcompliance application
deployed onApollo server. The resources, described in thefollowing SDLschema,are now available
on Ugraphgl 6in POSTand it was securedwith a JWT Token released by the secimg application of
the FaaS Physics environment.

type JenkinsJobState {
state: String!
url: String
result: String
progress: Int
lastUpdate: DateTime

}

# A date -time string at UTC, such as 2019 - 12-03T09:54:33Z, compliant with the date - time format.
scalar DateTime

type UserCreation {
username: String!
isUserRegistered: Boolean!
isUserInBranch: Boolean

}

type FlowNode {
id: String!
name: String
type: String!
label: String
info: String
category: String!
wires: [[String!]!]!
func: String
libs: [Lib!]
z: String
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subflow: Boolean
nodeRed: String
}

type ArtifactInformation {
_id: String!
url: String!
flowFile: String
timest amp: DateTime!

}

# Node - red flow with artifact informations
type FlowWithBuiltinformation {

id: String!

flow: FlowNode!

artifact: [Artifactinformation!]

state: JenkinsJobState

nodeRed: Boolean

}

type Lib {
var: String!
module: String!

}

type Subflowlnfo {
id: String!
name: String
info: String
category: String
}

type Cluster {
_id: String
cluster: String!
owurl: String!
credid: String!
remote: Boolean!

}

type DePod {
id: String!
username: String!
jenkinsStatus: JenkinsJobState

}

type DePodStatus {
AGE: String
NAME: String
READY: String
UP_TO_DATE: String
AVAILABLE: String

}

type PerformanceTest {
cluster: Cluster!
functionMemory: String
testDuration: String
activation: String
jenkinsStatus: JenkinsJobState
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type FunctionTested {
id: String
username: String!
functionName: String!
testType: String!
activationld: String
timeStart: DateTime!
params: String!
result: String
success: Boolean
performance: Perfor manceTest

}

type ImportimageFormData {
actionname: String!
externalregistry: Boolean!
registry: String!
public: Boolean!
repo: String!
dockerimage: String!
useCredential: Boolean!
version: String!
jenkinsCredentialld: String!

type Importimage {
id: String
username: String!
formData: ImportimageFormData!
buildDate: DateTime!
oldaction: String
jenkinsStatus: JenkinsJobState

}

type JenkinsCredentials {
_id: String!
username: String!
jenkinsCredentialld: String!
label: String!

type Query {
# Retrieves user POD based on the JWT token
dePodByUser: DePod

PHYSICS 101017047

# Retrieve the status of the user POD on the cluster based on the JWT token

dePodStatus: DePodStatus!

# Retrieve if the user based on keycloak JWT had already make a login on gogs

isRegistered: UserCreation!

# Retrieves user flows based on keycloak JWT from Node
build information from database

flows: [FlowWithBu iltinformation!]!

# Retrieves user subflows based on keycloak JWT from Node
subFlows: [SubflowInfo!]!

# Check if the username in input is available on keycloak
isUsernameAvailable(username: String!): Boolean!

- RED environment and returns it with

- RED environment
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# Check if the ema il in input is available on keycloak
isEmailAvailable(email: String!): Boolean!

# Check if the password in input, based on user in keycloak JWT is correct
isValidPassword(password: String!): Boolean!

# Retrieves users test based on keycloak JWT
functionsTested: [FunctionTested!]!

# Returns all available functions' names
functions: [String!]!

# Retrieve all defined external cluster
clusters: [Cluster!]!

# Get the list of the user's imported images based on keycloak JWT imported image
importimages: [Importimage!]!

# Get the all the configured user's jenkins credetntials
getCredentials: [JenkinsCredentials!]!

# Get a specific configured user's jenkins credetntials by the id
getCredential(id: ID!): JenkinsCredentials!

# Ge t the URL for the download of the USER GUIDE
getUserGuide: String!

type Mutation {
# Start the user POD based on the JWT token
startDePod: Boolean!

# Stop the user POD based on the JWT token
stopDePod: Boolean!

# Request the creation of th e user POD by starting the pipeline for the creation
createDePod(

# The user password needed for start the pipeline for the POD creation

password: String!
): DePod!

# Receives flowld as input, triggers Jenkins build for given flow and returns URL to Jenkins
job
buildFlow(flowld: String!): String!

# Delete a specific artifact
removeArtifact(artifactld: String!): String!

# Create a user on keycloak
createUser(keycloakUserlnput: KeycloakUserInput!): Boolean!

# Receives function test input, invoke the function and returns the function input test data of
the stared test

invoke(invokelnput: Invokelnput!): FunctionTested!

# Delete function teste d by the id in input
deleteFunctionTest(id: String!): FunctionTested!

# Start the pipeline for importing image

invokelmportimage(importimageDatalnput: ImportimageDatalnput!): Importimage!
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}

input KeycloakUserlnput {

}

firstName: String!
lastName:  String!
email: String!

enabled: Boolean
username: String!
groups: [String!]
emailVerified: Boolean
credentials: [Credentials!]
attributes: Attributes

input Credentials {

}

type: String!
value: String!
temporary: Boolean!

input  Attributes {

}

uidNumber: String!
homeDirectory: String!
gidNumber: String!

input Invokelnput {

}

input

3.2

functionName: String!
params: String!
testType: String!
clusters: String!
testDuration: String!
functionMemory: String!

actionname: String!
externalregistry: Boolean!
public: Boolean!

registry: String!

repo: String!
dockerimage: String!
version: String!
useCredential: Boolean!
oldaction: String

jenkinsCredentialld: String

jenkinsLabel: String
jenkinsUser: String
jenkinsPwd: String

3.2.1 Overview
The Semantic Extractor (SE) is an intermediate component that aims at transforming the No&RED
defined sequences and annotations into the semantic structureeeded by the Reasoning Framework

(RF) of T4.1. As such it implements the first stage of the specification transformation described in
Section 2.1. The SE receives the flows that need transformation from the Design Environment,
processes the respective JSONructure and maps the declared annotations to the necessary JSON
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LD format that describes the semantic triples. The SE also processes the structure of the graph, based
on the Node RED specification for function wiring, and stores this structure in the RF

In the final version of the component, it was updated in order to reflect and include new additions in
terms of semantic nodes, following the generalized process described in D3.2, as well as incorporate
inside the application graph details on a functiorperformance. This relates to performance statistics
relevant to the benchmarking of the function to one or more available clusters, as well as the profiling
of the function usage on the underlying resources. These two advancements were dictated by the
need to integrate the Performance Pipeline described in D3.2, through which the developer can
investigate performance issues of a given function. This information is then included in the app graph
in order to enable better selection of the candidate clustergor deployment as well as better ce
allocation of function execution on the available nodes.

3.2.2 Technology architecture

The SE is implemented as a NodRED flow, since NodeRED is by default very good for processing
structures and annotations. This way, theimplemented flow can be included inside the Design
Environment, if needed for minimizing the number of services running, or it can be deployed as a
separate microservice for better modularity and indepen@nce of deployment, update etcThe
extractor is based mainly on the jsonat& and jsonld.j¢ libraries for transformation, semantics
extraction, and validation of the resulting jsonld application model, along with a custom parsing logic
for annotation extraction from code included in function nodes. Othehelper libraries included are
stdlib-jss, validate.i®, cleandeep’” and json-schemadlibrary 8, which help implement several filtering,
validation and transformation functions. Several pieces of custom logic for semantic extraction are
implemented, based orthe input structures from Node-RED, to produce an output that abides by the
PHYSICS ontologyThe Semantic Extractor is a stateless service, i.e. it does not need a database or
any state to be associated with it. Any relevant information is retrieved fronexternal databases (e.g.
the Performance database of PEF). Hence it can be easily scaled according to the needs for translation
between incoming NodeRED function flows and the according PHYSICS application graph.

3.2.3 Interfaces/API
The SE includes one methothat appears in the following table.

Table44 - SEAPEFsemantic retrieval

Path /extract
Method POST
Request body -{
aOA&l 1 x0b6dr+
OFI 1 x)$6d EA T £REEA A&l 1 x [£EO
OFI T x. Al Adg TAI A T REDEA &I 1
OFI 1 x6d *3/. -REOOGEOO T £ .1 AA
OAOOAEAAOSGY 52, 1 &£ OEA EIi AC
function,
OOUbPAod AEOEAO AT AA T 0O EIiIAC

3 http://docs.jsonata.org/overview.html

4 https://github.com/digitalbazaar/jsonld.js

5 https://github.com/stdlib -js

6 https://www.npmjs.com/package/validate.io

7 https://www.npmjs.com/package/clean -deep

8 https://www.npmjs.com/package/json -schemalibrary
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]

OOOAD) $TAOAT AE) $64

OAPD) $d6q 1 POEITAI

}

Success response HTTP 200 with response body the app ID as generated from
the Reasoning Framework if not an update:

EA £ A
i OA «x

> Or

.
E AA

OAPDP) $6qd OAOAOCO***EAES886
}

Error response HTTP 40X

An identical second method (/transform) was added in Y3, so that testing came performed in an
easier manner, without having to forward the test app graphs to the RF.

3.2.4 Distribution, deployment and configuration
The SE is currently packaged as a Noe€RED flow. Initialization is partially done inside the flow,

where any neededinternal aspects, such as supported nodes list, JS@QN context, and reusable
utilities, are injected in the flow context at deployment. Each function node imports node modules
through its setup pane, and reused logic through destructuring of the flow coekt.

The only required configuration for the semantic extractor is the endpoints of the Reasoning Engine.
For cases where the flow to be submitted is not provided, but only a reference/ID to it is, the target
Node-RED environment from where the flow is tobe retrieved should also be provided in the
configuration. The configuration can either be done within the flow, or through an environment file.
The SE includes a source code project in which all the required files are provided (e.g. flows file,
settings file, Dockerfile, package.json with package dependencies in nodegt.). The SE can be
executed as a NoddRED flow, but also as a container that includes the No€RED environment, the
npm package dependencies and the SE flow itself. The npm packagesntioned in section 3.2.2 are
installed in the NodeRED environment the SE is based on. The resulting container image can be
deployed along with the main graphical composer and reasoning engine and is included in the
relevant compose file of the overall Bsign Environment. Relevant instructions are provided in the
project code repository and appear in the following figure.
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EE README.me

Semantic Extractor

This repository contains the files that have to do with the semantic extractor

The project is based on Node-RED.
Prerequisite steps
1. Copy settings.example.js and paste locally to create the settings.js file.

Node-RED admin environment credentials

The default credentials, given the default setlings js are:

« user admin
» password: physics

To replace with custom credentials follow these instructions, and make the changes inthe settings.js file you just created.
Execute Semantic Extractor

There are two options

« Build a container locally and run it. (REQUIRES DOCKER)
+ Run node-red locally using a local node js and node-red installation. (REQUIRES local Naode js and Node-RED)

The instructions for each case are provided in the following subsections.

Run it locally

To run the semantic extracior locally, Node.jg and Node-RED have to be already installed. Follow the Mode-RED installation
nsfructions, if node-red is not installed. Cnce Mede js, npm, and Node-RED are properly installed, proceed with the following
steps.

In the local directory:

1. Install all dependencies (only once, before first execution):
npn install
2. Run node-red on the port of choice, using the current dirsctory (to run a new instancs):

PORT=1BE@
node-red -p $PORT -u .

Build and Run Container

To create a conifainer for the semanfic extracter, Docker (or a Docker-compatible runtime and tooling) has to be installed!
Example build and executicn of the semantic exiracter project is shown below.,

1. Build new docker image called semantic-sxtracter :

docker build -t semantic-extractor .

Figure 18 - Build and Execution Process for the Semantic Extractor

Updating of the relevant flows in the ontext of PHYSICS is applied through a dedicated Jenkins
pipeline.

3.2.5 SampleApplication Transformation
In this section we provide an example application transformation for the sample application defined

in Section 2. The sample application consistsf one Hello World function as well as an Orchestrator
function that calls dynamically the Hello World one. The corresponding input from the Design
Environment app creation appears inFigure 19. The flow tab has all the information as this is
extracted from the NodeRED specification of the flow and is hidden for visibility purposes.
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{2
“flows":[ (&)
{2
"flowID" :"39efb55a8.55f%a",
"flowName" : "HelloFunctionV2",
"Flow" - [ I.
"artifact":"registry.apps.ocphub.physics-faas.eu/custom/george:199",
"type" :"image"

“"flowID" :"a714de618283e22e"
"flowName" :"orchestrator”,
"flow":[ E ],
"artifact" :"registry.apps.ocphub.physics-faas.eu/custom/george: 288",
"type" :"image"
}

1,

"displayName":"pZ2app”,

"branchName" : "george

}
Figure 19 - Example DE output towards SE for the sample App

Giveneach flow input, the extractor provides the corresponding JSOND output, which is JSONLD
that follows the current ontology. This JSONLD is a serialization format of semantic triples that are
inputs for the reasoning engine. In all cases, the differenespective annotations used in each flow
are mapped to the respective triples, as indicated ifigure 20Figure 20 - SE Annotated Output Graph
towards RF. The SE parses the structure of the original flow description, and makes a transformation
based on the type of Node. Some nodes are interpreted addrfaces, while others are parsed for a
specific purpose, such as the semantic annotator nodes, and others may be ignored completely, such
as the comments. The wires connecting the nodes are also parsed as interfaces, depending on the
types of nodes they onnect. Each function node has its code parsed for extractable functidevel
annotations. These annotations are then interpreted and added as the appropriate attribute to the
function. Similarly, the annotator nodes are parsed for their contained environmnt information, and

the contained properties are interpreted and added to the Flow. The app graph alsocludes
information dynamically retrieved by the SE from the PEF, exploiting the according APIs described
in Section 3.10, in order to extract benchmde and profiling information available for the functions
included in the app, if these are available.
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"@context":{ [ }.
"@id" : "app:p2app”.
"@type" :"Application”®,
"hasFlow™:[ B
{8
"@id" " flow:3%9ef55a8, 55f%6a",
"@type” :"Flow

“consumesREST" :[ [ ].
"definesInterface” :[ [ ],
"executorMode” : "NoderedFunction

“exposesREST" :[ @ ]
"goal”:"enerqgy”,
“hasFunction” :[ @ ] 1
"hasJSONDescription” :{ 3. Executlon ArtEfaCt
RasSoTtwareArtirtact =]

"@id":"registry.a

s .ocphub . physics-faas.eu/custom/gearge : 1997,

~@type-  -Softwar: Jge-

“importance” :“high”,

Developer “label” : "HelloFunctionVva",
loadGenData" :{ [#] }
Defined ooty } Retrieved Benchmark and
Annotations rsrformncePrefile”: (@ }. Profile Data from PEF
from Semantic

Nod es "@id" " flow:a714deb182083e22e",
"@type" :"Flow",
"actionName" : "HelloFunction¥2_george_9d788ebB-7441-4377-ab48-4al1fceeed518. json”
"averageWaitTime" :"280°,
"consumesREST" :[ (# ].
“definesInterface”:[ @ |.
“dynamicActionMame” : "HelloFunctionV2 _george”,
“exposesREST" :[ [# ].
“hasFunction”:[ @ ],
“hasJSONDescription”:{ [# }.

“hasNode" :[ [H |,
"hasSoftwareArtifact”:{ [ }.
"label” :"orchestrator”,
"memory”:"512°,

"timeout"” : " 380020

Figure 20 - SE Annotated Output Graptowards RF

3.3 DesignPatterns

3.3.1 Overview

The Design Patterns aim at offering reusable angarametric operational capabilities to the
developers to enable an easier and more abstracted flow creation process. Patterns have been
created for workflow enhancement, load distribution, message manipulation etc. In the final version,
new patterns havebeen included to automate aspects such as routing between available endpoints,
dynamic orchestration of functions etc.

3.3.2 Technology architecture
The patterns are primarily NodeRED flows and subflows so that they can be integrated directly into

the PHYSIC®esign Environment. They can be executed as services or as functions, where applicable
The patterns are available in the PHYSICS Gogs repository, so that they are included directly in the
Node-RED base image available to the developer using the Design Eomment.
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3.3.3 Interfaces/API
Each pattern or subflow/node comes with its own specification in relation to its usage. The interfaces

are through the fields of the incoming message to the subflow. The information is included in each
pattern documentation to be directly accessible in the NodeRED environment by the developer.
Specific information and examples of usage for each pattern are included in D3.2.

3.3.4 Distribution, deployment and configuration
The Patterns are packaged and distributed as subflows that amevailable in the PHYSICS repository

(Node-RED JSON descriptions including the code) and are embedded in the spawned NBID image
coming with the Design Environment described in the previous sections, along with any dependencies
they may have in terms ofextra needed NodeRED nodes. Once the developer spawns the PHYSICS
provided Node-RED image, they will have the Patterns available in a relevant node menu of the
palette (Figure 21).

They have also been made available in online repositories (e.flode-RED flows repository and the
PHYSICS RAMP They can be copied directly in any Nod®ED environment, given that they are
represented by a JSON string inagding the specification and extra code of the nodes used and their
interconnections. Especially from the online NodeRED repo mode, the dependencies of each subflow
are identified (in terms of other NodeRED nodes needed by the flow), so that the developean pre-
install them.

After inclusion in their design environment, the developers can drag and drop the respective subflow
nodes. By double clicking on them, a relevant Ul is available with the input and configuration
parameters of each flow. The inputscan also be passed as message fields in most cases. Where
configuration is needed (e.g.credentials for accessing an external service), this is highlighted in the
README file as well as by comment nodes inside the flows. Each pattern also comes with avaht
readme file (Figure 22), available in the NodeRED environment, in which details of the operation are
given as well as the needed specification dhe input message if not configured by the UI.

9 PHYSICS Patterns Collection, available a&ttps://flows.nodered.org/collection/HXSkA2JJLcGA
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Figure21 - PHYSICS Patterns Palette in NoB&ED

AAE|

Flow 12 Hollo § - Edit subflow instance: SplitJoinMultiple & help i@ x| w2 A -
Edit subflow template Delete Cancel m = Q Search help
W= T m— -
 Properties o= 2= [E]) ows interface
® Name ame D SplitJoinMultiple
D OWsSkeletonTabulaRasa
splisize ~ § D Async Get/Set Flow/Global
execution faas - D SizingAnnotator

cl SplitJoinMultiple () Reauest Acareaator
L=

OWmillisecir + 20 itJoil i y
maxOWmillisecir SplitJoinMultiple

innerActionName = dockeraction This is a template subflow for parallelizing the execution of a function or process on the
provided input data (Single Program Multiple Data pattern). The subflow gets the initial
Shell script - Ipath/tolscript message and chunks it down based on the msg.payload.value splitsize value. Each

batch of input rows is forwared as input to one of three means of execution (configured
in the msg payload value execution as one of
"faas”,"local_multithread" "local_multiprocess").

« an Openwhisk action (whose name is included in the msg.payload.value action
field)

 alocal thread or

« anewly spawned local process (name of script to execute in
msg.payload.value shellscript)

Therefore if an array of 1000 rows (included in the msg.payload.value.values) is
inserted and the splitsize is set to 10, it will create 100 inner calls of the

msg payload value action if the execution is set to "faas”. In this case the Openwhisk
action node needs also to be configured with the credentials and location of the
available Openwhisk instance

The solution of the msg payload.value splitsize was chosen since node properties of

Figure 22 - Example Ul configuration and README file in Pattern Node

This type of distribution has the benefit that the developer can also edit the subflow template,
meaning that they can change some part of the pattern implementation to better suit their needs. On
the other hand,it means that the developer needs to haverp-installed any external dependency (e.qg.
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a NodeRED node that is not in the default Nod&RED environment). For this reason, a second mean
of distribution has been investigated and is described in the next paragraphs.

Distribution based on npm nodes pac#&ging
A second way for distributing the created subflows is through packaging them into NodRED

modulesto that are then published in the main NPM repository. This enables a more automatedy

of installation as well as update of a pattern node, however itemoves the freedom from the
developer to change any internal details of the node operation. Given that this ability to adapt was a
feature that was significantly appreciated by the project Use cases, only indicative subflows were
converted to this process(e.g, the security and privacy one$t, the monitor2and semaphore service).
However, one of the Y3 features of the Design Environment includes the ability to export subflows as
npm packages, as detailed in D3.2. Thus any interested PHYSICS developer can follow \itzat of
publication, supported also by the DE for its creation. The proceds based on the nodegen toé?.
Before exporting the subflow we need to include information on the description of the node as shown
in Figure 23, since a number of tkese fields are mandatory for the package creation. Finally, a set of
files is created that is downloaded from the DE and contains all the main files of our node (README,
etc.) as exported from the subflow definition, as well as the code files, that can bestalled through a
typical npm install command.

Edit subflow template: node-red-contrib-owmonitor

Cancel Done

© Module Properties o 9| B =
& Module node-red-contrib-owmonitor

Node Type

\ersion 0.01

Description This is a subflow node in order to monitor the latest pen
License = Apache-2.0

Author George Kousiours <gkousiou@hua.gr>

Keywords openwhisk, performance, monitor, sliding window

Figure 23 - Subflow Description Information for npm node conversion of a subflow

10 Subflow modules packaging: https://nodered.org/docs/creating-nodes/subflow-modules

11 Security and privacy modiles npm packageshttps://www.npmjs.com/~doth -j

12 Monitor npm package:https://www.npmjs.com/package/node -red-contrib-owmonitor

13 Node-RED node generator tool. Available at: https://github.com/nodered/node -red-nodegen
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In order to publish in the npm repository, from the previous folder generated by the DE wean push
the node on npm, following the inclusion of the desired npm account:

npm adduser
Then we can publish the node folder contents on npm through the:
npm publish

The resultappears inFigure 24.

npm < “ (52

node-red-contrib-owmonitor
8.8.2 « Public » Published 5 hours ago

B readme B Explore & 0 Dependencies & 0Dependents W 2Versions © settings

node-red-contrib-owmonitor Install

= . . > npm i node-red-contrib-owmonitor
This is a subflow node in order to monitor the latest performance (sliding window) of Openwhisk P
actions. The flow pings periodically the target Openwhisk installation in order to retrieve the last

executed actions and extract statistics from their execution. Repository

@ github.com/gkousiouris/node-red-contr...

Install
Homepage
Run the following command in your Node-RED user directory - typically ~/.node-red & github.com/gkousiouris/node-red-contr...
npm install node-red-contrib-owmonitor ¢ Weekly Downloads
37
Information Version License
0.0.2 Apache-2.0
This is a subflow node in order to monitor the latest performance (sliding window) of Openwhisk
actions. The flow pings periodically the target Openwhisk installation in order to retrieve the last Unpacked Size Total Files
executed actions and extract statistics from their execution. 16 kB 5
Configuration includes: 1ssues Pull Requests

« the polling time of the monitor (default 30 seconds, msg.pollingPeriod ) 0 0

Figure 24 - Example Subflow Node published on npm

For adding in the NodeRED node repository, in order for it to be also available for installation

directly (including all its dependencies)from the Node-RED main palette environment, we also need
to register it through the Node RED sité4 and add the npm module name. This declares the node in
the NodeeRED community repository Figure 25).

14 Node addition in NodeRED repositay: https://flows.nodered.org/add/node
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node-red-contrib-owmonitor

Adding a node

Noce-RED nodes are packaged as modules and publsned 1o the putlic npm regostory

Once published to npm, they can be addedto the Flow Library using the form below.

To add a node to the lbrary, folow these steps:

Create your node and package it as an npm module. Install
Your module musthave

Information

ion fisting the node fies,
and "node-red” in £ fstof keywords

Publish your module to the public npm repository.

You can use the mpn publish command fo do this

Figure 25 - a) Node Addition Process in NodRED b) Available Example Node on NeR&D repo

Following that step, the contribution is now packaged as Bode-REDnode and can be found
directly from the built-in palette management functionality of NodeRED Figure 26).

User settings

Close

iew Nodes Install

X | sort:| IF | =z | recent

Palette —

2 node-red-contrib-ow
Keyboard

W& nede-red-contrib-owfs &

rt for Node-RED

ing window monitor

Node-RED

standard Mode-RED geo messsge and deals with

Figure 26 - Direct Installation of Node through the builin Palette Management of NodRED

In our case it was also added in a specific collection that is organized by PHYSICS specifically for

nodests and is different than the one for the subflowss.

15 PHYSICS node collection on NoeRED repository, available at:
https://flows.nodered.org/collection/9C3h7Hnru943

16 PHYSICS Flows collectiorttps://flows.nodered.org/collection/HXSkA2JILcGA
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This way of publishing (NPM and Node€RED node) alsallows to keeptrack of usages, comments etc.
for our node. Thus it is a very good way for reusability of the results as well as statistics of usage of
a node artefact. It can also be linked to @itHub repository, in which the testers or users can interact
in the form of issues etc.

3.3.5 Flow update process

Provided pattern flows by the PHYSICS project may be periodically updated or extended. These
updates may be a result of newly needed features, specific requests (elgy the use cases) or
debugging and improved parameteization. To import the updated versions in the environment, if
the pattern is packaged as a node, this process is done through the palette management of the
environment. However, if the pattern is packaged as a subflow or typical flow, then different
variations of import may be performed.

Initially the JSON description of the pattern needs to be retrieved from the PHYSICS collection on
Node-RED repo and copiedKigure 27).

wsk action create dockeraction --docker gkousiou/noderedaction

Flow 1 PollTOPush PHYSICS L 1

Figure 27 - Retrieval of Pattern Subflow from PHYSICS NeRIED repo collection

Then one can navigate in the Nod®ED menu Import option (Figure 28), select it and paste the
contents of the updated flow.
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=/= Deploy ~

+ - 7 Edit

Al - =

Arrange Import nodes

import Clipboard

Export
Search flows

Configuration nodes

Groups

SplitJ ; . ey s
Manage palette € :"1en", "strean”:false, "addname™: ™", "x"1290,"y" :108, “wire Y
Update Sl
Single I N import to
parallel Setlings
The pa Keyboard shortcuts m
t

Node-RED website

Figure 28 - Import of Updated Pattern Subflow in the DE NodRED Editor

If a previous version of the flows exists in the environment (it should), the user will get a warning
message for importing existing nodesFigure 29).

Some of the nodes you are importing already exist in your
workspace
Flow 3 Flow &

Cancel View nodes Import copy

Figure 29 - Warning Message for Duplicate Nodes

"U OAI AAGET ¢ OEA O6EAx 11 AAOGS6 1T POEIiTh OEA OOAO
(Figure 30). If they do not select the grey subflow in the Subflows section of import, only the node
reference will get imported, so the imported flow will use the locally existing (previous) version of

the subflow.
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Import nodes

Some of the nodes you are importing already exist in your workspace.

Select which nodes to import and whether to replace the existing
nodes. or to import a copy of them.

Subflows i
a SplitJoin replace
Modes

[=1] splitJoin

Configuration nodes

O MY OPENWHISK replace

W

Cancel Import selected

Figure 30 - Selection of Node and Subflow Replacement Option

If we select the SUBFLOW and REPLACE check box, the subflow is replaced across all flows and the
palette has only one instance of the subflow. This is @mplete update of the subflow acrossthe

AT OEOA AT OGEOTTi AT O j OEEO AT A All 1 OEAO AQEOOEI ¢ /
OOADPI AAAoh A TAx OAOOGEIT EO EITAI OAAA ET OEA DPAIAO
subflows are not replaced in the previously existig flows. For any new flow we can select whatever

of the two versions from the palette, although there is no differentiation in the name appearing in the

palette. This is in essence versioning of the subflow.

.%. SplitJoin () .%. SplitJoin

.%. SplitJoin () .%. SplitJoin (2)

Figure 31 - Different Appearance of Versions a) without name differentiation b) with name
differentiation

Given that this creates confusion afterwards, if we want the versioning option, we should use the
direct Import Copy option from Figure 29. This would result in maintaining the current version of the
subflow in existing flows and the new version in the imported flow, while the new version will be
clearly marked in the paldte. This is needed in cases where a PHYSICS developer may have performed
additions or alterations in the initially provided subflow.

3.3.6 Individual integration points of Patterns with the Data Management Service of T4.4
The Data Management Service (DMS) sace in PHYSICS offers an interface through 2 main

OpenWhisk(OW) actions that are foreseen for read/write operations, as indicated in the respective
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section. In order to make that more abstract, a relevant DMS interface node has been created in the
Node-RED environment. Its description and usage has been included in D3.2.

3.4 Elasticity Controllers

3.4.1 Overview

The Elasticity controllers target is to scale resources associated to the functions running on pods on
the Kubernetes clusters. We increase/decrease thassociated resources for functions by either
changing the memory/CPUassociated to the pod hosting the function (VPA), or by creating more pods
for running the functions (HPA), or even by creating more Kubernetes workers to host more
functions/pods.

In the first part of the project, we designed the elasticity controllers to be integrated into the
infrastructure layer through the already supported Kubernetes Horizontal Pod Autoscaler (HPA) and
Vertical Pod Autoscaler (VPA) and then enhancing them with thesage of Custom Metrics a8PUand
memory was not going to be sufficient. In the second phase of the project, and after evaluating the
evolution of upstream projects, we decided to shift the focus and adopt KEDA(Kubernetes Event
driven Autoscaling). KEDAis better suited for PHYSICS use cases that are based on Function as a
Services, which is also (usually) event driveg e.g., output of a function will trigger the execution of
the next one.

3.4.2 Technology architecture
Our idea for the elasticity controller flow, as depicted irFigure 32, is that:
1. some events are noticed/predicted
2. the selected elasticity controller (associated to the application) gets executed and calculates
the new configuration
3. the new configuration is appgied

Workload change ici

e g Elasticity controller New configuration
Is noticed or calculates new is deploved
predicted workload configuration proy

Figure 32 - Elasticity Controllers Flow

KEDA matches this very well. It follows the same pattern we followed in PHYSICS and it is
implemented by extending the Kubernetes APl with a set of Custom Resource Definitions (CRDs). It
works alongside the Kubernetes HPA but allows for scaling to 0, as well as using custom nr In
addition it provides a catalog ofautoscalers thatcan be tuned or adjusted for different use cases. This
is what we have done in PHYSICS, for more information see Deliverable D3.2.

By using and tuning the different scalers at the catalog we aréke to extend the existing Kubernetes
scalability controllers (HPA) to support different metrics that cover extra requirements such as
supporting green computing (using less energy) or saving deployment cost (using cheaper instances).
It provides a broaderview of the cluster as well as from the applications.

In our case we have focused on:
1 Scaling the Kubernetes (OKD) cluster nodes depending on the number of functions. For this
we have adjusted the KEDA kuberneteworkload scaler, which allows us to seta target
number of functions per Kubernetes nodes.

17 https://keda.sh/
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9 Scaling the number of OpenWhisk invokers depending on the OpenWhisk Kafka queues
status. For this we have adjusted the KEDA kafka scaler, feeding in the information from the
OpenWhisk Kafka groups so thainore invokers can be create so that events from the queue
can be processed faster.

3.4.3 Interfaces/API

As KEDA is extending the Kubernetes APl with CRDs, the interface/API is the Kubernetes API. The
mechanisms are the same as for any other kubernetes object. Ush it supports the standard
get/list/create/update/delete methods.

KEDA provides a standard APl (KEDA ScaledObject) to deploy and associate the scalers to the relevant
workload(s), with different configurations depending on the scaler. As regards to theRD itself, the
ScaledObject has 3 main blocks:

9 scaleTargetRefspecifies the object that needs to be scaled as a result of the scaler decision.
Basically, it needs to state the name of the resource to scale and its kinth addition, it
supports scaling custom objects (as long as they implement th&ubernetes scale
subresource). We took advantage of this to scale the cluster nodes when managed through the
Kubernetes Cluster APIli.e, when the nodes are represented with machinesets (as the OKD
case).

1 replicaCount:allows setting limits for the scale actions, i.e., a min and a max number of replicas
that can be created by the scaler.

9 triggers: selects the type of trigger to be used, i.e., the scaler to use (Kgbernetesworkload
or Kafka). It also has associated metadata per scaler where each scaler defines its own, for
instance:

Kubernetes-workload: https://keda.sh/docs/2.11/scalers/kuber netes-
workload/#trigger -specification

Kafka: https://keda.sh/docs/2.11/scalers/apache -kafka/#trigger -specification

3.4.4 Distribution, deployment and configuration

KEDA B an open source upstream project distributed under Apache License. It supports different
deployment options: Helm, operator and yamis.

As for the configuration options:

9 It allows associaing scalers to workloads through ScaleObject & objects.

9 It has acommon section to configure the object to scale as well as the scaling limits.

1 And each scaler defines its own configurable option (triggers section). For example the
kubernetes-workload option allows you to define a podSelector and a value. This is used t
decide how much should be scaled th&argeted object, depending on its relation (value) with
the workload pointed by the podSelector.

3.5 GamingPlatform

3.5.1 Overview

Gamification is the process of applying game mechanics and artifacts into ngame contexts to
improve the learning experience and practical knowledge gained. These game mechanics can
transform a potentially tiresome learning experience into one that is fun and engaging for the user,
who benefits from instant feedback since it enables them to prontly correct errors and comprehend
topics. In addition, gamification can develop a healthy feeling of competition and give users the
flexibility to learn at their own pace. Gamification can be a useful method of encouraging and
motivating learners, particularly when traditional software training methods are seen as difficult to
follow or tedious. In the context of PHYSICS, the development of game mechanics can potentially
streamline the onboarding and adaptation of the project's platform and artifacts. Durig the project's
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2nd hackathon, a gamification approach was proposed, and implemented as a gaming server, with the
goal of allowing users to interact with the NodeRED flow programming environment, where they
could easily onboard and interact with the PHY®IS developed patterns in a gamified environment.
This game environment can also assist in the dissemination of the PHYSICS platform while providing
a way to train and educate the users on how to use its findings. To readi this approach, a gaming
server employing the appropriate mechanisms to foster a gamified learning environment for training
was constructed. The gaming server features a game, offered as a web page application with choices
for local mode use, targeting flowprogramming training tutorials and development of storylines, the
online mode, focused on online competitions and storyline sharing, and the flow marketplace,
allowing for flow/subflow sharing and trading as NFTs using a Smart Contract.

3.5.2 Technology architecture

The gamification platformincorporates multiple components for the available modes, these include
a local server that hosts the game and interconnects a Nod®ED visual environment, an online
server, that allows progress tracking, storyline sharing and interacting with other playes within the
game, and the flow marketplace, which enables sharing and trading developed patterns, subflows and
flows. The initial gaming server architecture can be found on D3.2 in section 5.2., while the gaming
platform architecture including the marketplace is shown in Figure 33).

Flow Marketplace\

Game Marketplace

NFT Contract
- React
- Web3

Web3 Instance |
Ethereum
RPC Server

/leradlng \\\
Online Mode
T

Game Server

Local Mode!

°

=

Play Game

Game
Twine

Socket
Connection

N,

Player

Sene Game
Load Resources | Editor & AP

Express Server
- Game & Resources
- Node-RED

- Tweego
- Sugarcube

External
Node-RED

Node-RED

Node-RED
Embedded Instance

ditor & API

]

Node-RED
External Instance

O__

acket.io

Express Server

- Socket io
- MongoO8

Game Datab

Game Storage
- Players

- Storylines

- Leaderboards

7
CRUD
Ciperations

Figure 33 - Gaming Platform Architecture

U Local Mode: The required components necessary to play the gantecally.
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o Portal Server: The Portal Server, implemented in Typescript, consists of a NodeJS

Express server with an embedded Nod&RED instance and hosts the Game Portal. The
server provides the necessary assets and resources needed by the Game Portal to load
the Game.

Game PortalThe Game is served as an HTML web application developed using Tweego,
a command line compiler for creating Twine/Twee story formats, and Sugarcube, a
JavaScript library built for Twine that handles story logic, assets & media, playback
functions, passagdinking and Ul elements.

External NodeRED: The Game can be customized to utilize an external instance of
Node-RED provided with the necessary credentials or authentication token.

U Online Mode : The required components necessary to play the game online.

0 Gane Server:The Game Server implemented in Typescript, consists of another NodeJS

Express server that utilizes the Socket.io module to create and handle ret@ine
communication channels with every Game Portal connected to it. This component
allows the Game Brtals to connect to the Game Database, utilizing a MongoDB driver,

Oi 001 OA AAAE bPI AUAOGO DPOI COAOO OOEI C #25%
storylines and resources.

Game DatabaseThe Game Database, utilizing a Mongo Database, stores the doeuin

records regarding registered Players, their progress, any deployed storylines, ongoing
competitions, and leaderboards.

U Flow Marketplaced 4EA T AAAOOAOU AiibiTAT 0O i AAAAOO

marketplace.

3.5.3 Interfaces/API
The gamification plaform implements the following API interfaces:

Local Mode APIs:

Method

GET

GET

GET

Table45 - Local Mode APIs

Path/URI Description Request/ Response
Parameters
Main API for accessing the Game - HTML
Page
Iplay API for accessinghe embedded NodeRED HTML
Editor. (Can also be configured from the Page

environmental variables

/red API for accessing the embedded NodBRED JSON/Text

HTTP APIs(Can also be configured from the
environmental variables)

Online Mode APIs:

Method

GET

GET
GET
POST

Table46 - Online Mode APIs

Path/URI Description Request/ Response
Parameters
Main API for connecting to the Game - HTML
Server. Page
/storylines API for getting available online storylines JSON
/player/:id APIEI O CAOOET C A bl AU JSON/Text
/player/:id l10) &£ 0O AOAAOGEI C A b JSON/Text
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PUT Iplayer/:id 1 0) A1 0O OPAAOEIT C
DELETE /player/:id 10) £ 0 AAT AOGET ¢
Flow Marketplace APIs:
Table47 - Marketplace APIs
Method  Path/URI Description
GET / Main API for connecting to the Game

Marketplace.

3.5.4 Distribution, deployment and configuration

> >

WAV

PHYSICS 101017047

Request/
Parameters

JSON/Text
JSON/Text

Response

HTML
Page

Each part of thegamification platform is dockerized and can be accessed in the dockbub. There is

also a dockercompose file allowing for automated builds and deployment of the infrastructure. Each
component can be configured in the adjacentenv file they have. The Gam Portal can also be
configured from within the game allowing for the connection of external NodeRED instances to be

used in the Game, this is shown inHigure 34)

@ Local Settings

E

ol
P Curent:
-

v

.m

Figure 34 - Settings Screen

3.5.5 Game Portal Tutorials

The Game Portal feature® &1 I x AEAET , &#@Eké Wil lisingdTavine and Sugarcube. Once the
Game starts, a loading screen appears, which preloads all assets from the Po&atver. The starting

screen once the assets load, is shown below iFkigure 35).
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)

Select Game Mode Below

@ e §)

Local Mode

Marketplace Online Mode
* How To Play

« Node-RED Cookbook « Trade Flows as NFTs « Track your Progress

« Storyline Development « Share Subflows & Patterns « Multiplayer Competitions

T T

Figure 35 - Game Starting Screen
U Local Mode

The local mode of the platform allows users to learn using through recipe tutorials and create
their own Storylines. The definition for the Game Storylines can be found on D3.2 in section 5.3.
Once choosing this mode the user is navigated to the Loddenu shown in (Figure 36)

+ Local Mode -

)
{:;:n:l How To Play
\J

4
\’g Node-RED Cookbook

@ Storyline Development
Available Storylines

@ Settings

Figure 36 - Local Menu Screen

U Node-RED Tutorials

Users can access Nod2 %$ OOOI OEAI QodéREDGoGkGdew OEBOBI T OEAO Al
to pick from several training topics regarding NodeRED flow programming. These can be seen

below in (Figure 37), (Figure 38) and (Figure 39) below.
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« ﬂ\@ Node-RED Cookbook

1-Messages 2 - Flow Control 3 - Error Handling
4-DataFormats  5-HTTPEndpoints 6 - HTTP Requests

7-MQaTT

Figure 37 - NodeRED Cookbook Screen

Each tutorial topic has several tutorials depending on the kind of action the user wants to do. Each
tutorial provides the corresponding flow that the user can import and interact by clicking on its
picture.

1-Messages g!
Set a message property to a fixed value
Delete a message property
Move a message property to another property

Map message property to numeric range

Figure 38 - Messages Tutorial Screen

The tutorial provides a problem situation and its respective solution in NodeRED. The button
on the right (joystick) can be clicked to open the embedded NodRED Editor, shown in Figure
39)
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@ — Change Node: Set —
&8 Problem:

You want to set a message property to a fixed value.

€ Solution:

Use the Change node to set the property of the message.

TS SRR TN

> Click on the flow toimport it! <1

]

Figure 39 - Messages #1 Tutorial Screen

. <y Node-RED Portal

v common

N | g s

g
3
3
]
2 3

Figure 40 - NodeRED Portal Screen
The user can access the NoelRED editor directly from the Game and interact with the nodes of
the tutorial ( Figure 40). The Game Portal takes care ofistalling any modules or importing any
subflows the flow might have, so the user can be onboarded faster.

3.6 Reasoning Framework

3.6.1 Overview
The Reasoning Framework component manages application and resource metadata within the

context of graphs for thePHYSICS platform. It oversees the storage, retrieval, and semantic reasoning
over this metadata to create global graphs, facilitating optimal application deployment strategies by
harmoniously interlinking suitable compute nodes from the available resourcegraphs with

respective nodes from the application graphs.
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Key features and improvements in its final iteration include enhanced applicatioplacement

strategies thanks to the integration of performance data divided into three vital categories:
benchmark daa acquired during cluster onboarding, functionspecific benchmarks from
Performance Evaluation component and dynamically forecasted runtime metrics to allow redime

updates to the global graph. For detailed information refer to Section 2 of D4.2. The ayall

interactions with other platform components are illustrated in Figure 41.

fmmm - - - - - -, Faa$S Platform

: /9 '\ Metrics API Cluster Availability Runtime Adaptation
v @ = > : «—
; R;."'] : Monitor Forecaster alert
Updated Data
Application Info icati
WP3 P pp Reasoning ‘ Application &
< . F K Resource Info WP4
Semantic Application Graph l'a“LeF\'ﬂI'Of ‘ >
Extractor - 7
App App & Resource
Triples Matching
s Reasoning
Resource } Resource Graph Flrjaar:laes\.::rz(
Semantics (Allegro Graph)
-"“~—~___ -—

Figure 41 - Reasoning Framework interactions with other components

3.6.2 Technology architecture

Reasoning Framework consists of two integrated components the one serving as an APl and the
second as datastore of the semantics graphs. Both are REST microservices deplogedDocker
containers. The API, compliant with the OpenAMstandard, is based on the Flaskframework. The
datastore is a Semantic Graph Database facilitating the storage of the input RDF triples (i.e.,
Application and Resource triples), SPARQL queryingnd reasoning over the stored data. The
community version of AllegroGrapli®was opted for the data storage needs of the Semantics Block.
AllegroGraph provides an architecture through the REST protocol and éharacterizedby the efficient
use of memory by conbining disk storage, making it possible to scale up to one billion nodes, always
maintaining top performance. Basically, it provides services including vision building, rapid
prototyping, and proof-of-concept development, complete enterprise technology dotion stack, and
best practices to maximee value from semantic technologies [2]. The internal components of the
Reasoning Framework and their main interactions are shown ifrigure 42.

18 https://spec.openapis.org/oas/latest.html
19 https://flask.palletsprojects.com/en/2.0.x/#api -reference

20 https://allegrograph.com/
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3.6.3 Interfaces/API

This section lists all the available endpoints of the Reasoning Framework offered by its ARIshould
be noted that these endpoints are reached programmatically facilitating baeknd platform
operations.

Table 17z Reasoning Framework endpoints for Resources

Method  Path/URI Description Request/ Response
Parameters
POST [/cluster Register a new cluster JSONLD JSON
GET [cluster List all clusters and their spec - JSON
GET /cluster/{id} Get cluster and its complete specs  string:id JSON
DELETE /cluster/{id} Delete a cluster string:id JSON
PUT /cluster/{id} Update a cluster string:id JSON
POST [cluster/register Register cluster from OCM hub JSONLD JSON
POST /cluster/availability Update Cluster Availability Score JSON JSON
POST [cluster/performance Update Cluster Performance Score JSON JSON

Table 18- Reasoningrramework endpoints for Applications and Semantic Matching

Method @ Path/URI Description Expects/ Response
Parameters
POST /application Store a new application graph JSONLD JSON
GET /application Get id and names of stored - JSON
applications
GET /application/{id} Get application graph string:id JSON
DELETE /application/{id} Delete an application string:id JSON
GET /application/run/{id} Get the required information for string:id JSON

the deployment of the given
application (used by Optimizer)
PUT /application Update a stored application JSONLD JSON

3.6.4 Distribution, deployment and configuration
The three integrated components in the Semantics Block (i.e., Resource Semantics, Reasoning

Framework, and Semantic Graph DB) are containerized tosingle service as Docker Imageith their
source code being maintained in the official repository of the PHYSICS project (Gogs repository:
https://gogs.apps.ocphub.physicsfaaseu/WP4/semantics-block). Their latest built image is stored
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on the PHYSICS Harbor repository, leveraging the Jenkins pipeline for continuous integrati(see
section5.1). The deployment of the Semantics Block follows the same process as the other platform
components in the PHYSICS AWS testbed in a dedicated namespace (i.e., WP4). The continuous
delivery (CD) part is also automated through the Jenkins pipeline.

The specific instructions required to parametrize, build and deploy the Semantics Block (i.e., Docker
Compose, Jenkins, and K8s YAML config filem)e alsoavailable in its Gogs repository. A screenshot

of the logs from the Kubernetes Pod servindReasoning Framework (former Semantics Block) is
illustrated in Figure 43.

Project: wp4 ~

Pod details

P semantics-block-85b8bd59f-vfw6m & running Actions =

Details Metrics YAML Environment s Events Terminal

| Log stream paused. © semantics-block ~ Currentlog ~ Q. Search E Wrap lines

5129 lines

2023-09-11 00:51:13,305 - Deployment graph sent for placement

2023-09-11 00:51:32,839 — appl deployment graph ready

2023-09-11 13:20:25,362 — New Availability scores: {'aws': '100', 'azure': '100'}
2023-09-11 13:20:25,488 — Availability score of awshub was updated to 100%
2023-09-11 13:20:25,497 - Availability score of azure4 was updated to 100%
2023-09-12 06:02:07,498 — Fetching stored apps

2023-09-12 06:03:34,845 - Fetching stored apps

2023-09-12 08:36:34,058 — New Availability scores: {'aws': '99', 'azure': '100'}
2023-09-12 08:36:34,321 - Availability score of azure4 was updated to 100%
2023-09-12 08:36:34,331 - Availability score of awshub was updated to 99%

Figure 43 - Screenshot of Reasoning framework logs

3.7 Runtime Adaptation

3.7.1 Overview

Towards enabling runtime adaptation in the context of PHYSICS, two additional components were
developed during the second period of the project: A Monitoringalert and a Forecasting component.
These components, integrated withthe Adaptive Platform (see 3.13) and Reasoning Framework
components, work together to ensure the robustness and quality of the platform by responding to
changes in performance and prdicting latency issues. This runtime adaptation process is
orchestrated to maintain the platform's performance and quality of service. The collaboration of
these components ensures that any detected issues are swiftly addressed, allowing for a resilientan
adaptable system.

3.7.2 Technology architecture

The technology architecture for the Runtime Adaptation component is designed to facilitate dynamic
adjustments to the execution environment based on realime performance metrics. This adaptation
process is anintegral part of the platform's response to changing workload characteristics, ensuring
optimal performance and reliability.

Runtime Adaptation involves two main REST services: the Monitoringlerts and the Forecaster.
These components work in tandem to mnitor and predict system performance. The MonitoringAlert
component continuously assesses the quality of service (QoS) and detects deviations, while the
Forecaster component predicts future performance trends. Both components communicate
seamlessly via tle RabbitMQ message broker, allowing for efficient data exchange and coordination.
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To ensure portability and scalability, both the MonitoringAlerts and the Forecaster components are
encapsulated within Docker containers. These containers are deployed withthe WP4 namespace of
the project's AWS testbed. A visual representation of this overall architecture and process for runtime
adaptation can be found in the accompanying figure.

OW Clusters

’—h —historical metric

waitTime > limit
| Message Broker

0'_'0 Predicted
Monitoring/Alarms aIarm—}O—)I:I-} Forecaster Performance Reasoning
S Framework

OTO cores

Switch to Updated
Fallback Cluster Resources
Graph

. Optimal Placement
[Adaptlve Platform ]EPlacementg[ Optimizer ]4—‘

Figure 44 - Runtime Adaptation Architecture
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1. Monitoring -Alerts (REST service): This component is responsible for continuously
monitoring the performance of the deployed applications. It relies ormonitoring tools, like
Prometheus, where applications and infraguctures metrics values are collected and stored,
and it operates under the principle of quality of service (QoS) and creates alarms when QoS
violations occur. A violation, in this context, is defined as a situation where the function wait
time (i.e., the corresponding metric value stored in Pranetheus) exceeds a specified limit.
When such a violation is detected, the MonitoringAlert publishes an alert message to a
dedicated channel within RabbitMQ(a message broker)

2. Adaptive Platform : Upon receiving analert from the Monitoring-Alert, the Adaptive Platform
takes immediate action. The Translator of the Adaptive Platform routes incoming requests to
a fallback OpenWhisk cluster, ensuring that users experience minimal disruption even when
performance issuesare detected.

3. Forecaster (REST service): Upon receiving an alert from the MonitoringAlert, it performs
the following tasks:

a. Retrieves the most upto-date performance metrics from the OpenWhisk API of each
registered cluster.

b. Utilizes an exponential smoothing model (see D4.2 for more details)to predict the
future average latency for each cluster.

c. Transforms the predicted latencies into performance scores for each cluster, providing
a quantitative measure of their performance.

d. Updates these clustemperformance scores within the Reasoning Framework, ensuring
that the adaptation process is informed by the latest data.

e. Triggers the Reasoning Framework to renitiate the deployment of the application
when QoS violations are detected, ensuring that corréiwve measures are taken

promptly .
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This section presents the endpoints of all the different components involved in the Runtime
Adaptation as described inTable 48.

Component

Monitoring -
Alerts

Monitoring -
Alerts

Monitoring -
Alerts

Monitoring -
Alerts

RabbitMQ

Forecaster

Reasoning
Framework
Reasoning
Framework

Table48 - Interfaces and Endpoints for Runtime Adaptation

Method

GET

POST

GET

DELETE

GET

POST

GET

Path/URI

/api/lvl/qos

/apil/vl/gos

lapilvl/qos/{i
d}

lapi/vl/qosKHi
d}

/predict/
app_id?action_
name}

[cluster/perfo
rmance
[application/r
un/{id}

Description

Returns the list of all
QoS definitions (i.e.,
function's wait time
metric constraint)

Creates a new QoS
definition and starts
the evaluation
process

Returns the
information about the
QoS definition
identified by {id}

Deletes the QoS
definition identified
by {id}, and finish the
evaluation process

Triggers the
forecaster to predict
the future
performance score
per cluster

Update Cluster
Performance Score
Get the required
information for the
deployment of the
given application
(used by Optimizer)

Expects/
Parameters

JSON

QoS
identifier in
path

QoS
identifier in
path

JSON
message
with the
information
about the
QoS violation
and the
correspondin
g function
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Response

JSON

containing the

list of all QoS

defintions

JSON

JSON

JSON

i
AaOAl 00O

<score>,

OAl OOOA

<score >}

JSON

JSON
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3.7.4 Distribution, deployment and configuration

The Monitoring-Alerts component is a Golang application that can be containerized as a Docker
image. This way it can be deployed in a Kubernetes type platform like the project test environment.
It requires the following environment variables to be defined:

U Ononitoringy_adapter 6, OEEO OAOEAAI A OPAAEAEAO OEA-111 E(

Alerts component to get the metrics values needed to do the assessment of the QoS definitions
/ constraints.

U GprometheusUrl 64 ET OEA AAOA OEAOBJITI EAGHEREN OB hA AEEEGA O A

the URL to connect to it.

U Onotifier_adapter 64 OEEO OAOEAAT A AAEET AO OEA 11 OEAEAEAO
RabbitMQ). S o e

U QabbitMQdd ET OEA AAOA OEA 11 OEZAEAO A AthdcthdtioB O OO/
string.

i @abbitMQExchanged q OEEO OAOEAAT A AAZET AO OEA AQAEAT C

notifications.

Additionally, the component starts the REST API listening in port 8080. Initially, there are no QoS
definitions created by defaut. Thus, to create one QoS definition and start the process of QoS
evaluation, users must connect to the REST AFRQSTapi/vl/qos ) to create a new one. The following
JSON shows a QoS definition example:

{

"id" : "<QoS_ID>",
"name": "<QoS_Name>
"state" : ‘"started"
"details" : {
"name": "<<QoS_ Name>
"guarantees" : [{
"name": "<constraint_name>"
"constraint” . "[<metricl>/<metric2>] < <Threshold_value>"

The Docker and YAML files used to deploy this application in Kubernetes, including the project test
AT 6Geoi 11 AT 6 AAT AA I OT A ET OEA CEO OADBPI OEOI OUN

https://gogs.apps.ocphub.physicsfaas.eu/WP4/monitoring -alerts-app.qit

3.8 Cluster Availability Monitor

3.8.1 Overview

The Cluster Availability Monitor is a Pythonbased service developed to monitor the optimal
operation of OpenWhisk clusters. Leveraging redaiime monitoring, it conducts systematic checks on
the availability of specified clusters at regular intervals and eamputes their availability scores. These
scores are computed based on successful and failed connections over a period of one week,
facilitating a robust understanding of each cluster's average availability over time. Upon changes on
Al OOOA OB O the Gekvice Updakes theOReasoning Framework (T4.1) enabling WP4 to decide
on the placement of the income requests accordingly.
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3.8.2 Technology architecture
The Cluster Availability Monitor operates on a Pythorbased image ensuring lightweight and

efficient performance. It utilizes the requests library for APl communications and the Python buHt
in threading library to handle parallel execution of availability testing and score calculation.

The core of the architecture is built upon two main threads that opeate concurrently:

1. Cluster Availability Testing Thread: Periodically tests the availability of each cluster and
stores the results in a data structure implemented using Python's deque class, which holds a
xAREG6O x1 OOE 1T £ AAOAS

2. Availability Score CalculationThread: Analyzes the stored data every minute to calculate
and update the availability score based on the most recent week of data.

In terms of data storage, it leverages Python's imemory data structures, keeping the operation
fast and efficient without requiring a separate database system.

3.8.3 Interfaces/API
The tool interfaces with the OpenWhisk clusters through REST APIs, invoking actions and

registering new actions as needed. It also communicates with the Semantics Block's Reasoning
Framework to update the availability scores of the registered clusters as shown iBable 49.

Table49 - Cluster Availability Monitor Interfaces

Endpoint Method Input Output Description
Parameters Parameters

[cluster/update_  POST Cluster name, 200 OK, error Updates the

availability availability score codes availability score

of a specified
cluster in the

reasoning
framework.
ClusterAvailabilit POST Cluster name, Action output, Invokes the
yMonitor parameters for error codes ClusterAvailabilit
(OpenWhisk action yMonitor action
action) in OpenWhisk
with the specified
parameters.

3.8.4 Distribution, deployment and configuration

The Cluster Availability Monitor is packaged into a Docker container, making it portable and easy to

deploy across various environments, including the PHYSICS AWS infrastructure. The source code of
OEA OAOOEAA EO AOAEI AAI AGodsy, whideihk laR<2dntaihek idag®is QdFted OA DI
in the image repository of PHYSICS in Harbor. Jenkins CI/CD pipelines are set with the service
deployed on the WP4 namespace. A screenshot of the logs from the Kubernetes Pod ser@hggter
Availability Monitor is illustrated in Figure 45.
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Project: wp4 +

Pod details

P cluster-availability-monitor-55d5cdf688-tfpqd & runing Actions  ~

Details Metrics YAML Environment Events Terminal

@ Log streaming... © cluster-availability-monitor Currentlog ¥ Q Search

@ Wraplines | (JRaw | &C

18592 lines

LUSI Y Lvew Vo au covsar Uiy PERTRY UMD s AHALAULLAIY ULLAUI CLUD LI MYUL LUMA LA LY IVHIALUT WAL W LULRAIY SUL LU 1 us

18580 2023-09-13 :59:17,910 - INFO - aws: Received 200 response for action ClusterAvailabilityMonitor

18581 2023-09-13 :59:17,910 INFO - Availability check for aws completed successfully.

18582 2023-09-13 :59:17,910 INFO - azure: Initiating action ClusterAvailabilityMonitor with blocking set to True
18583 2023-09-13 :59:18,042 INFO - azure: Received 200 response for action ClusterAvailabilityMonitor

18584 2023-09-13 :59:18,042 INFO - Availability check for azure completed successfully.

18585 2023-09-13 :59:56,971 INFO - Updated Availability scores: {'aws': '99', 'azure': '100'}

18586 2023-09-13 :59:57,042 INFO - Availability scores:{'aws': 99.88510149368058, 'azure': 100.0}, updated in Reasoning Framework.
18587 2023-09-13 100:18,102 INFO - aws: Initiating action ClusterAvailabilityMonitor with blocking set to True
18588 2023-09-13 100:18,149 INFO — aws: Received 200 response for action ClusterAvailabilityMonitor

18589 2023-09-13 100:18,149 - INFO - Availability check for aws completed successfully.

18590 2023-09-13 100:18,149 INFO - azure: Initiating action ClusterAvailabilityMonitor with blocking set to True
18591 2023-09-13 :100:18,258 INFO - azure: Received 200 response for action ClusterAvailabilityMonitor

18592 2023-09-13 100:18,258 INFO - Availability check for azure completed successfully.

Figure 45 - Screenshot o€Cluster Availability Monitorlogs

Deployment :

9 Build the Docker image from theDockerfile.

1 Run the Docker container, with the CLUSTERS_CONFIG environment variable to specify the
clusters to monitor.

1 The tool requires the configuration of environment variables to function correctly. The
critical variable being CLUSTERS_CONFIG, holdihg cluster credentials in a JSON format.

1 The Python scriptapp.pyserves as the entry point to the application, initializing the
necessary data structures and starting the monitoring threads.

Instructions on how to set up, configure, and deploy the Cltisr Availability Monitor can be found in
the accompanying README.md file in the project's Gogs repository. Furthermore, an opsvurce
version of the Cluster Availability Monitor is available on theRAMP.

3.9 Resource Semantics

3.9.1 Overview

The second iteration of the component includes the necessary changes to allow the Resource
Semantics component to be deployed in each of the managed clusters by the PHYSICS plattorch

AT 11 OT EAAOA xEOE OEA 2AAOITEIC &OAI Ax1T OE8 O0OAOQET O
"1TAEoh ET OACOAOAA OEOI OCE OEA AAPITUIATO T &£ 2AAOI
01 OAOOEAOGA A Al OOOAO0GEO EI fFih©diapabiEiésiesgpand Bnd ow@ie A T A
OAOI OOAA OAI AT OGEAO ET Al OPT OAOAOG 1 AGET AOG O AOQOI I A
transform it according to the designed resource ontology and finally propagate it to the central

cluster to be reasored upon and enable application to cluster matching.
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More specifically each time a new cluster is added to the platform, the cluster onboarding process
OAEAO bl AAA xEEAE ETAI OAAO OEA AT i DPiTAT O8O0 EIT OOAI
deploys a benchmark application which precedes the ResouwSemantics so the latter can afterwards

retrieve benchmark related information.

This new approach is feasible due to the lightweight nature of the component and provides added
benefits such as automated by the component processes, easier debugging, arckas to clusterwise

semantic modifications.

3.9.2 Technology architecture

The component has been built as a pythebased REST API service through Flask to accommodate

HTTP communication between components in the platform and to serve to the cloud engineer
valuable debugging information outside the components main pipeline. OWLready is the library used

to manipulate and populate the ontology which is ingested as an OWL file built through Protégé.
Additionally, OEA AT i DI T AT O AT i1 O1 EA Aibeknéesxahd®omethausPl. TAis OO O A (
is achieved through the Kubernetesapi-client and Prometheusapi libraries. Additionally, the
component also includes a couple of html files served through flask to provide a graphical interface

for the user.

3.9.3 Interfaces/API
The component APl has been automatically documented through Swagger, a popular python library

for documentation. Decorators and methods have been implemented to export the expected models

and output for each endpoint, when necessary. The whole documdation can be found on the

O A O 6 BRLAdScOMentation endpoint.

Essentially the endpoints have been divided into the main and debug endpoints. The first group

AT 1T OAET O OEA AOOAT GEAT O I O OEA AT I BI1T AT OaddheAAAD
cloud engineer to debug the component. The exact endpoints can be foundTiable 20 and Table 21.

Table 20z Resource Semantics debugging endpoints.

Method  Path/URI Description Request/ Response
Parameters
GET /debug/logs Retrieve the execution logs of the - Web
component. Interface
GET /debug/nod  Retrieve the responseof the Kubernetes - Web
es o) AT i 1T AT A OAAOAOEA Interface
component to APl connection.
GET /debug/post  Posts the cluster semantics to the 200
-cluster- Reasoning framework to test
semantics communication.

Table 21z Resource Semantics main endpoints.

Method  Path/URI Description Request/ Response
Parameters

GET /main/fhome A page with generic information on the - Web

page component and a couple of redirection Interface
buttons.

POST /main/kube  This is the main endpoint to trigger the string: 200
mantics- AT T PITAT O OO0 PEDPAI ET benchmark
trigger cluster onboarding process and sends the _pod_label

semantics to the Reasoning Framework
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GET /main/clust  Retrieves directly the clustersemantics in - Web
er-semantics an jsonld format. Interface
GET /main/ontol  Displays the ontology designed to describe - Web
ogy-raw cluster resources. Interface
GET, /main/anno  An endpoint for manual annotation of the  Json: Web
POST tate-cluster  ontology with specific individuals. To be a OOOAE Interface,
used in the future by domain experts to string,
easily import new aspects. OPOAAE 200
string,
O1T AEAA
string}

3.9.4 Distribution, deployment and configuration

The component is deployed as a dockerized service. It follows the necessary structure to ensure
compatibility with swagger for automated documentation production. As such endpoints, according
to their category (debug, main) are under the respective foldeand then are declared in the main
app.py file. Additionally, the docker also includes the templates folder with all the necessary HTML
files and the OWL file which depicts the resource ontology.

In order to be able to access the Kubernetes APl the component also comes with a set of
configurations that bind a clusterrole to the service which enables the listing of different Kubernetes
resources. The ClusterRole syntax @ghe configuration file follows.

Code Snippetz Resource Semantics ClusterRole YAML configuration file.

3.10 Performance EvaluationFramework

3.10.10verview

The Performance Evaluation Framework(PEF) aims at enabling REST based launching of relevant
performance driven tests against a target function. To do so, it incorporates adapted function clients
that are parametric and can be used to implement the necessary load generation process. The tssu
are acquired and stored by PEF and available through a range of queries, either directly through
relevant REST APIs, or through the inclusion in the semantic model of the function, supporting also
multiple locations of that function. In the latter case the results are acquired through the relevant
interfaces of the Reasoning Framework

In the second part of theproject, the relevant PEF APIs and provided functions have been extended
in order to enable the realization of the Performance Pipeline, described in D3.2. Furthermore, new
gueries are enabled, to collaborate with the Semantic Extractor component, so that performance
information can be included in the semantic application graph. The component has been rearranged
around a function operation, so that most of its operations can be directly integrated and executed in
a FaaS platform.
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3.10.2Technology architecture

PEF consists ba REST API service and an adapter to regulate executions of deployed functhased
load generators. Compared to the previousersion, which was based on Docker containers provide
load injection, it is more adapted to a FaaS platform operationTo guarantee the validity of the
measurement process and acquired performance information, PEF includes all the necessary details
of the executed load generator functions, including an abundance of timestamps across the process,
resulting in the reporting of a large number of performance metrics for different stages of the
execution.

For each submitted test, the relevant needed function load generator containers are spawned through
the FaaS platform API. All the coordination is performed through relevant flows impimented in
Node-RED, which also implements the REST API layer to expose the results and the control of the
tests.

3.10.3Interfaces/API
The main APIs of PEF, including the input and output format are included in the following tables.

Table50: PEF Raw Profiling Data API

Method Path/URI Description Request/ Respons
Parameters e
POST  /data Save the prometneus o = OAAOQOEOAOET T EA¢ 200
data for a profiling run OO0AOO&OT AOETTO0AU
inside the PEF. Used by json
the performance "actionName": "flow_1.json",
pipeline to push "branchName": "vkatevas",
obtained data "flow": "flow_1",
"cpu": 2,

"memory": 32424,
"networkReceived": 12342,
"networkTransmited": 65464,
"fsReads": 87686,

"fsWrites": 95465,

Oil 1T AAGETT16d [/ 7A1

GET /data Get all monitoring - Array
data. To be used by the output
cluster creation as above
process inside PEF input

The load generator (benchmarking) output is a stringified JSON of the logéneration, whichincludes
information on the load setup, the function input as well as average and standard deviation statistics
on wait, initialization and execution time. It also includes the raw measurements from which these
averages have been calculatd as well as indicative timestamps in the load generation process. More
information on the specific load generation function outputs can be found in D4.2 and are not
included in this document to avoid repetitions.

Table51: PEF Benchmarking Data API

Method Path/URI Description Request/ Respon
Parameters se
POST /loadgendata Save the loadgenerator  « OAAOEOAOQEI 200
data inside the PEF. "flow": "test",
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Loadgenerator data need "activationld":"test",

to be stringified Oil T AAOGET 1 6¢06/
OOEI AOGOAI P6 g0
"output": "loadgenerator

i OOP0O0Oo
1}
Get the loadgenerator - Array
data from inside the PEF output
as
above
input
Getload generator data - Array
for the more recent output
timestamp, filtered by as
flow and branch, and above
grouped by location input,
with
one
element
per
location
Table52: PEF Clustering Push Data API
Description Request/ Respons
Parameters e
Used by the Clustering { "owendpoint": "location", 200
process to store the "cpu": {
cluster boundaries. Each "low":numeric value,
time the process is run, "medium": numeric
the new boundaries get value,
inserted into the DB. "high": numeric value
There is no update so that 1},
there is a record of the "memory": {
evolution of the "low": numeric value,
clustering process "medium": numeric
value,

"high": numeric value
"networkReceived": {
"low": numeric value,
"medium": numeric
value,
"high": numeric value
"networkTransmitted": {
"low": numeric value,
"medium": numeric

value,
"high": numeric value
5
"fsReads": {

D6.2 7 Prototype of the Integrated PHYSICS solution framework and RAMR V

Page]| 88



H2020-ICT-40-2020 (RIA) PHYSICS 101017047

"low": numeric value,
"medium": numeric

value,
"high": numeric value
h
"fsWrites": {

"low": numeric value,

"medium": numeric
value,

"high": numeric value

b3

Table53: PEF Clustering Retrieval API

Description Request/
Parameters

Method Path/URI Response

Get latest cluster centers
(to be used by the
Classifier)

GET /clusters

{
"cpu": [

{

GET

GET

"category": "low",
"value":
0.005801420285783651
h
{
"category":
"medium"”,
"value":
0.029655391993717292
|3
{
"category": "high",
"value":
0.1852146552507543
}
L
- FO2 AAAOc d ¢
¢ £#07 OEOAOec g
"networkReceived":
f 8 Yh
"networkTransmitted":
f 8 ¥Yh
ci AT T OUed
}

Get latestcluster centers - Same as above
for a given endpoint
Get cluster centers as -

they evolve through time

[clusters/:en
dpoint
[clustersall Array of above outputs
from different runs in the

past
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Method

POST

GET

GET

GET

GET

Path/URI

/profile

/profile

/profile!:
actionName

/profile/:
actionName/
:location

/profile!:
flowName/:b
ranch

Table54: PEF Function Profile API

Description

Used to store the
classification for a given
function

Get all available profiles
from PEF

Get classification data for
a function that are stored
into PEF. It returns the
most recent classification
(higher auto-increment
id) for the function
version that is defined in
the input, grouped by
available locations

Same as above but
filtered for a given
location

Get more recent
classification data based
on the flow name (higher
auto-increment. It returns
the most recent
classification for this
flow, grouped by
available locations. This is
the main method to be
used by the Semantic
Extractor

PHYSICS 101017047

Request/ Response

Parameters

a O E Angrgmeht Geddl

"actionName": "flow_1_

Voc8LEPoB8EOT T ¢

"branchName":

"vkatevas",

"flow": "flow_1",
cAPbOecd OIT x0
ci Ai 1 OUecq OE
_ "networkReceived":
O AAEOI 6 h
"networkTransmited":

51 1 x6h
c £EO2AAAOGeqd O
c £FO7 OEOAOec
Ol T AAOGET 1464

}

- Array with
elements
same as
above
input

- Array of
above
inputs
with one
element
per
available
location

- Same as
the input
in the
/POST
method

- Array of
above
inputs
with one
element
per
available
location
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3.10.4Distribution, deployment and configuration

The main PEF tool is available as a code project, following the general DevOps design process of the
project, including the main flows file for the NodeRED implementation, a relevant Dockerfile for
building the main image as well as all needed declared dependencies of used npm packages. Building
the Dockerfile will result in the creation of the relevant PEF image that can be deployed as a server.
Due to its function-oriented implementation during Y3, the PEF is amompanied by relevant Docker
Images that implement its main functionalities (load generation, profile clustering etc.):

Load generation function imagé! and flow description22

Clustering process for function resource profile® and flow description24

Classification proces® and flow description26

Image with relation to the packaged GNU Octave environment needed for model creation as
well as model inferencé&?

U Images with relation to other helper function packaging (e.g. functions packaged as containers
for the Node-RED orchestration executiorg, artificial delays etc.)

cccc

The above images need to be registered as actions in the Opénisk FaaS platform in order to be
used by the PEF and the Performance Pipeline in the context of the PHYSICS project and beyon

wsk action create loadgen -- docker gkousiou/physicspef_loadgenclient:latest
wsk action create classifier i docker vkatevas/node - red_data_classification
wsk action create clustering i docker vkatevas/node - red_data_clustering

Specific care has been given to the fact that minimal configuration is needed. Hence all relevant
function implementations get the necessary configuration information from the incoming message
(e.g. target url in which to push results of a load generation)This results in a very decoupled
implementation in which components can be changed at any time with minimal interventions as long
as the respective interfaces are respected. This was also evident during the BHYSICS hackathon,
in which participants undertook the role of creating versions of these functions based on different
algorithms, resulting in a rich externally contributed library of relevant implementations®.

The detailed function interfaces as well as JSON specifications for the PEF functioputs are
included in detail in D4.2.

3.10.5Individual integration points of PEF with other components
The integration points of PEF with other components include from a functional point of view:

U The available PEF function endpoints (load generation, clasgifition) used by the
Performance Pipeline (described in D3.2) during the performance analysis of the target
application function

21 https://hub.docker.com/r/gkousiou/physicspef_loadgenclient

22 https://flows.nodered.org/flow/53bf7addb6ef140ab7e9395c9a9feb1b/in/HXSkA2JJLcGA
23 https://hub.docker.com/r/vkatevas/node -red_data_clustering

24 https://flows.nodered.org/flow/48b1f88464634f5601f45e29725a764b/inf[HXSKA2JILcGA
25 https://hub.docker.com/r/vkatevas/node -red_data_classification

26 https://flows.nodered.org/flow/48b1f88464634f5601f45e29725a764b/inf[HXSkA2JILcGA
27 https://hub.docker.com/r/gk ousiou/octavefunction2

28 https://hub.docker.com/r/gkousiou/noderedaction

29 https://flows.nodered.org/collection/zIYKI6MAudpC/
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U The aforementioned results pushing APIs, used by the Performance Pipeline to store the
results generated during its execution

U The results retrieval APIs, from which information on benchmark and profile results of a
function are given, is exploited by the Semantic Extractor, in order to enrich the application
graph with performance details.

Also, from a semantic point of view, the atputs of PEF (e.g. classification categories, available metrics
from benchmarking runs) are also taken into consideration in other dependent processes (e.g.
benchmark metrics in global function placement and classification categories in coallocation
strategies).

The PEF has also been used as the integration point between the Request Aggregator pattern and the
eHealthUC. To do so, a version of the Request Aggregator has been deployed inside PEF to act as the
aggregation point of the requests. The relevarnitnplementation appears inFigure 46. The adaptation
needed in this case is a minor adjustment to the way the prediction vectors are received and
processed, to be compatible with the way theHealthfunction needs them.

I: msg E I: msg E y 1: msg El:\

[post] /requestAggregatorEH2 (e msg.complete — join S merge L transform (=) http request (- C
INPUT SPEC | . :z L addids  (——<1msg E
J 1 — L .

G msg E - - .
- ) group by id (= msg E
CTian ¢ —— 1 msg E
Q) trim C ‘,:

create artificial MSQ.PAS [ e ) join () RESPO

Figure 46 - Request Aggregator Instantiation in PEF for the eHealth Use Case

3.11 Global Continuum Placement

3.11.10verview

The Global Continuum Placement component performs the highdevel selection of the computing
continuum clusters to perform the application execution. Since each application is expressed as a
workflow composed of tasks; the component enables the deployment of the workflow by performing
the placement of each task omne of the available clusters. The selection is done by considering the
AppPl EAAOCET T 06 1T AAAO ET OAOI OOAAOR AO AAOGAOEAAA AO
individual resources availability and possible optimization insights. Once the ptzement of all the
tasks has been fulfilled, the actual selection of individual resources per cluster and the execution of
each task is done by the local cluster scheduler which in PHYSICS architecture will be performed by
the combination of OpewWhisk and Kubernetes.

The developments during the last period of the project were focused in enabling the placement at the
global continuum in a way to take into aconsider different multi -objective algorithms based on both
simple (first-fit) and complex (linear programming) policies allowing users to define objectives
related to performance, energy and availability. In parallel the component enables the configuration
of constraints related to the usage of resources such as the type of architecture (x86_64, arm6djla
level of the continuum (edge, cloud, HPC) to be used for the executions while always allowing the
demand of the number of resources such as CPUs and memory. Furthermore, the last version of the
Global Continuum Placement component enabled a fine integran with the different PHYSICS
components to allow the coherent exchange of information between the components, needed for the
optimal placement of the workflows on the continuum. The following sections provide the details of
the technology architecture,involved APIs and installation and configuration details.
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3.11.2Technology architecture
The Global Continuum Placement Component architecture has been provided in Deliverable Dut

it is provided also here as well to facilitate comprehension.

Global Continuum Placement Component

Scheduler Core

" Tasks needs |
N ,{(i.e 2 Cpus) and
I e Constraints
‘Workflow o (i.e Locality)

Installation &
CI/CD Tools

.

Admin

Application Graph ——— % |Characteristics

Global Continuum
Placement Simulator

gztg:ut'iun
(ie Pe;'farmancel
B
.
-
External '_ APL Workilows - Tasks / API
- A || custers - Resource S

"l Matching Algorithms Optimal Placement ‘ Deployment
B Decision I Schema

Execution [
ecutior ‘Workflow
Optimization  ————»| 4 oo

Insights

v

Internals =
N Hardware . o——
Characteristics - BRI AT I — .{ s o ing
[ 'y Availabilities atic Description  F--.0 (i.e Perf, energy)
Scheduler ‘ per Cluster —
| T
' Cluster Resources
,,,,,,,,,,,,,,,,,,,, characteristics &
status

Hybrid Infrastructure

Inputs-Outputs Dynamic Status

Figure 47 - Global Continuum placement component

As shown in theFigure 47 the Global Continuum Placement is composefdom the following parts:

i ! OOAAIIDIiTAI O OEAOG xEIil Ai100iA EIDPOOO OOAE
PTTT OAOCET T O Al 11 Ctatic Bn@ Byndmiic Statdss OOOAOOS 3
U The scheduler core which perforns the matching of tasks with resources based on different

available algorithms.
U The output subcomponent which will push the scheduling decision.

In parallel, two additional external subcomponentsare provided:

U The simulator which will allow us to perform fast experimentation and evaluation of the
different scheduling algorithms and
U The tools for installation and Continuous Integration / Continuous Deployment

Based on the current architecture oPHYSICS$he Global Continuum Placement component does not
have to take the final decision of the exact resources where the execution of a tdsppens This is
done by the local cluster Scheduling Algorithms which liesvithin the combination of Openwhisk-
Kubernetes schedulers. Furthermore, it does not communicate directly with the local schedulers to
propose the deployment schema. It forwards the deployment schema to the Orchestrator which will
then communicate with eachlocal-cluster scheduler.

3.11.3Interfaces/API
The communication with other software components is performed through a RESAPI. The current
version of the Global Continuum Placement provides the implementation of the following API calls.

The Table 55 shows the API operations for scheduler:

Table55 - Global Continuum API for the scheduler

Method  Path/URI Description Expects/ Response
Parameters
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POST lapi/vl/clusters Initiali ze  scheduler.  Provide JSON 200
platform characteristics to the (SUCgOeSS),
4
scheduler X
n (Failed)
POST fapilvl/applications  Schedule the workload. Run the JSON 200
scheduler on the given workload. (Success)
Returns placement mapping for ‘JS?SNO’NA’OO
eachallocatable task. (Failed)

The Table 56 shows the API operations for monitoring:

Table56 - Global Contiuum API for monitoring

Method Path/URI Description Expects/ Response
Parameters
GET /api/lvl/healthz  Information about monitoring. - 200
Check service status. (Success),
400 (Failed)

The deliverable 4.2 contains examples of the latest version of the Global Continuum Placement
features and specific cases of JSON files to use for the scheduler initialization and workload
scheduling POST APIs methods mentioned above. In particular, the texsions involved the
adaptation of the APIs JSON structure to enable a fine integration with the rest of the PHYSICS
components and to support the new features. The new features are related with the updates in the
objectives to cover Energy, Performancerad Availability along with the extensions to support the
different scheduling algorithms first-fit, FOA and FOAe. The detailed structure of the JSON to be used
can be found in detail on theGitHub account where the code is hosted.
In terms of workflow annotations, the following are finally supported:

U cores: number of CPU cores
memory : memory in MB
locality : cluster type one of: "HPC", "Cloud", "Edge", and "@nemise".
architecture: Hardware architecture, one of: "x86_64", "arm64"
optimizationGoal : could be one or more of the following "Energy", "Performance”, or
"Availability"
U importance : the level associated to each selected goal : "Low, "Medium", "High"

cccoc

3.11.4Distribution, deployment and configuration

The implementation of the Global Continuum Plaament component is done using Python
programming language. The code can be found RHYSIG registry. We make use of NIX functional
package manager to prepare the packaged containerized environment to perform the necessary
CI/CD pipelines which are currenty configured using Gitlab pipelines on a Gitlab repo. Various tests
are also implemented and incorporated in the CI/CD pipelines with a current coverage of 80%. The
whole software can be packaged and installed as a container.

For the initial setup users @n use the following commands:

gitclone  https://github.com/RyaxTech/global -continuum-placement.qgit
https://gogs.apps.ocphub.physics - faas.eu/WP4/Global - Continuum - Placement.git

30 https://github.com/RyaxTech/global -continuum-placement
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poetry install
poetry shell
.Imain.py

Or make use of the container image directly:
docker run -ti - p 8080:8080 ryaxtech/global - continuum - placement:main

A complete example of usage has been added in D4.2 and some examples can be also found in the
repository where the source code is available.

3.12 Distributed In-Memory Service

3.12.10verview

The DMS component has been reimplemented since September 202he first version of this component

was based on Pocket. This research prototype was based on Apache I@aiject. However, this project has

not been maintained since July 2022. The new DMS service implementation is now based on KeyDB. KeyDB
is a multithreaded fork ofthe in-memory Redis database. KeyDB can run on several cores taking advantage
of multi-core computers. KeyDB provides persistence, replication and securitffhe DMS provides a set of
OpenWhisk actions (functions) for accessing the imemory datastore (KeyDB)

3.12.2Technology architecture

The architecture description of the DMS can be found in deliverable D4Qoud Platform Services for
a Global Spacdime Continuum InterplayV2. The architecture consists of two main components
(Figure 48) the HAProxy or Kubernetes Servicene or severalKeyDB instances A KeyDB instance
stores some data. TheHAProxy or Kubernetes Serviaeamponent is in charge of distributing the

requests anong KeyDBinstances

Node 1 »Node 2
KeyDB instance < KeyDB instance
\ HAProxy/K8S /
service
ol

Get/Set/Delete/Keys
/ Sequence
Action 1 Action 2 Action 3

Figure 48 - DMS component
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Data shared between functions can be persistent, which means that the data remains in the DMS even
if the service is stop or fails.

3.12.3Interfaces/API
The API of the DMS providethese operations:

Method Parameters  Description

KeyDB() Ip, port, dbid Receives the KeyDB service address (IP:PORT) and the datab:
identifier, opens a connection with the KeyDB Kubernetes servic
and returns a KeyDB connection object to be used in thest of the

methods.
Close() Closes a connection with the KeyDB service.
Keys() regex Receives a regular expression to filter the keys stored in the DMS
it returns the list of keys that matches the regular expression.
Set() Key, value Receives a key and the associated data to be stored. It retur@«if

the data has been stored, or an error otherwise.

Get() key Receives a key and returns the stored value associated to that ki
or an error, if the key does not et.

Getset() Key,value Receives a key and a value. It reads the stored value which
replaced by the new value. It returns the value associated to the
key. If the key does not exist, it behaves like the set method.

Append() Key, value Receives a key and a value. If tHeey is already stored, the value is
appended to the existing one. If the key does not exist, it behave
like the set method. If the stored values are larger than 512MB, me
per key) the method returns an error.

Delete() key Receives the key to be deletedf the key does not exist, it returns
an error message.

Table57 - DMSAPI

3.12.4Distribution, deployment and configuration

The DMS component distribution is available in the PHYSICS git repository
https://gogs.apps.ocphub.physicsfaas.eu/WP4/DMS.git Each subcomponent is containerized in
images that are created by the DM8BUILD Jenkins pipeline. Those images are stored in the Harbor
image registry of the PHYSIC platform. Once the images are creatale DMSDEPLOY Jenkins
pipeline is executed. The DM®EPLOY Jenkins pipeline deploys the DMS components in the PHYSICS
infrastructure (AWS or other cloud provider). This CI/CD pipeline is executed each time a new
version of the DMS code is uploaded intthe PHYSICS git repository.

3.13 Adaptive Platform Deployment, Operation & Orchestration

3.13.10verview
The Orchestrator component will manage the deployment of the application components in the
infrastructure offering available to the PHYSICS platform chosen by theference Engine (Reasoning

D6.2 7 Prototype of the Integrated PHYSICS solution framework and RAMR V
Page|96



H2020-ICT-40-2020 (RIA) PHYSICS 101017047

Framework) and the Global Continuum Placement (Optimizer) components. This component will also
execute the runtime adaptations needed to enforce the QoS associated with the application
components by the user owner of the appliation. The final version of the component includes new
features, like the improvement of the Workflow Operator CRD Operator and the Translator
applications, and the implementation of a new subcomponent (MonitoringAlerts) responsible for
doing the monitoring and assessment of the QoS constraints needed for the migration of functions
executions in different clusters. In the case the QoS constraints defined for the functions or
ET £FOAOOOOAOOOA AT160 1 AAO OEA OAlI OAO Awxovblatod A AU
notifications to a message broker which is connected to other subcomponents responsible for the
update or migration of the corresponding functions.

3.13.2Technology architecture

To facilitate the integration with the components of WP5 the Orchestratr needs to implement the
Open Cluster Management (OCM) interface. To allow this the Orchestrator will parse a JSON file with
the application graph (created by the Inference Engine component) and translate it to a YAML file
with the schema defined by the MnifestWork CRD (Custom Resource Definition) component of the
OCM. This ManifestWorkis deployed in the Hub or master Kubernetes cluster (part of OCM
configuration) to instruct to the target cluster infrastructure which kind of resources need to be
created in the target Spoke or managed Kubernetes clusteihis process is only half of required
deployment of the application components in the target cluster chosen by the Optimizer from the
candidate list generated by the Inference Engine. In the target managecluster or Spokewe
implemented a Kubernetes Operator (WorkflowCRD) that defines this specific CRD that describe the
workflow functions that make up the application (also called Workflow CRD). This new Workflow
CRD will be embedded in the ManifestWorlkCRD inside the OCM interface. The operator implements
the specific interface to the OpenWhisk (OW) FaaS platform, piastalled in the managed cluster,
and register the functions and sequences/flows in the local OW.

Figure 49 shows the flow of actions to be executed when deploying an application by the
Orchestrator:

OCM

®  K8S(Hub) =

Orchestrator

i Manifester
CRD J

/“App graph
[ (JSON) D o K8S (Spoke)

p——— 3
Workflow

WP4 | Function _
Operator - =
Pod Pod Pod
Docker Docker Docker 4
. s
(0N (0N 0s Pod
Function
Nodes Runtime
Container

Figure 49 - Orchestrator flow

These functions are monitored by tools like Proratheus. This way the MonitoringAlerts component
can gather the metrics defined in the QoS definitions associated to these functions and can perform
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the assessment of themBy now, the implementation only involves the OW interface, however, further
integrations with other FaaS platforms like KNative are foreseen in this custormade Operator.

3.13.3Interfaces/API

The available endpoints were described in the deliverable D4.1 (section 6.2.3 Interfaces and
integrations) and updated in D4.2, and it is repeated herdor convenience to facilitate the
comprehension of the component functionalities. Many of these endpoints will be included in the
Kubernetes Operator for the Workflow CRD.

The following table shows the API operations for functions

Table 34- Orchestratorcomponent functions API

Method Path/URI Description

GET /api/v1/function/{id} Get information details of a function that exists in the
function catalogue.

POST /api/v1l/function Create or register a function in the functions catalogue.

PUT/PATCH /api/vl/function/{id} Update a function in the functions catalogue.

DELETE /api/v1/function/{id} Delete a function from the functions catalogue.

GET /api/v1/functions List all the functions from the catalogue.

The following table shows theAPI operations for invocation of runtime actions (RPC API call style):

Table 36- Orchestrator component runtime RPC API

Method Path/URI Description

POST  /api/vl/functions/deploy Install a standalone function in the target Faas
engine/platform.

POST  /api/vl/functions/undeploy Uninstall a function from the target FaaS
engine/platform.

POST  /api/vl/functions/run Execute a standalone function in the target Faa
engine/platform.

Finally, the Translator application offers the following operation:

Table 58 - Orchestrator component runtime RPC API

Method  Path/URI Description

POST /api/vl/deploy Creates a ManifestWork per function included in the
JSON description of the application (deployment graph)

3.13.4Distribution, deployment and configuration

All the modules of this component are implemented in Go language and packetized in container
images as part of the CI/CD pipeline implemented with Jenkins. The source code will be in the official
repository of the PHYSIC®roject3t under an opensource licence (Apache 2.0). The container images
will be stored in the image repository of PHYSICS in Harbdfor the parametrization of the container
images installation, we will use kustomizer and specific YAML config files avadlike in the source code
repository. For the development of the API interfaces, we will use OpenAPI Generator to8ld-or the
deployment destination (testbed) we will useOpenShiftas CaaS (Container as a Service) installed in

31 https://gogs.apps.ocphub.physicsfaas.eu/WP4/orchestrator
32 (https://openapi -generator.tech/).
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the PHYSICS testbed hosted bymfazon AWS. The CD pipeline will manage the deployment of the
components in the assigned namespaces of the cluster.

3.14  Scheduling Algorithms(Local Adaptive Scheduler)

3.14.10verview

This component is responsible for the local level scheduling taking place individlly on each cluster
that participates in the global continuum. In particular, the scheduling algorithms and related
mechanisms will be responsible for the intelligent placement of the tasks of a broader FaaS
application workflow upon the underlying compute infrastructure of a single cluster. This scheduling
phase takes place after the global continuum placement has selected the most adapted cluster to
execute each task.

In PHYSICS architecture, the scheduling algorithms are implemented @penWhiskKubernetes
coordinated scheduling and are responsible for actual execution of the tasks on the selected
underlying computing resources ofone singlecluster.

The final version of the local adaptive scheduler involves developments mainly in Kubernetes
scheduling while keeping a close coordination with theOpenWhisk scheduler to correctly set the
adapted Kubernetes policies to optimize the FaaS applications executions. The new scheduling
algorithm implemented for the local adaptive scheduler is called LayersLocality and allows the
minimization of cold start delays byfavouring the placement of tasks on nodes that already have
layers of the containers to be deployed.

3.14.2Technology architecture

Based on the analysis provided in D5.2 and our focus to provide a scheduling algorithm that will
minimi ze the time a task isexecuted, by addressing the delays related to the downloading of
containers and their layers Hence, the proposed scheduling algorithm has been designed to be a

OAT 1 OAET A0 1 AUAO AxAOAd OAEAAOGI AO A1 O +O0AAMeAOAOS
Kubernetes schedulerbut it does not take into account layers in the image.

This plugin is located in pkg/scheduler/framework/plugins/imagelocality in the Kubernetes
codebase.

We have implemented a new version of imagelocality plugin named LayersLodglwhich is based on

the following basic concepts:

U The layers available with their size on each of the nodes at startup

U For each new pod compute a score regarding the cumulative size of already present layers.

U Based on the above try to favor the executio of functions on nodes where layers of the
containers to be deployed already exist, which will help in minimizing the download time of
images and hence the cold start of containers.

U For this we had to extend not only Kubernetes itself but also its Contaén Runtime Interface
(CRI). In our case we considered CRD which is one of the most widely known Kubernetes
CRI.

The CRI(Container Runtime Interface) manifest contains the layers with their sizes and it is available

at pull time. See the OC{Open Continer Initiative) reference about manifest at Git serves.

Sq in this regard we collected OEA 1 AUAOOGS EIT Al AOT | OEA | Al E £EA
ImageSpec.annotationfield in the CRI API, see Git repositofy .

For that we implemented a change of the internal Kubernetes interfaces to add the Layers
information into Kubernetes core.vl protocol. This allows the layer information from the CRI

33 https://github.com/opencontainers/image -spec/blob/main/manifest.md
34 https://github.com/kubernetes/cri -api/blob/master/pkg/apis/runtime/vl/api.proto#L673
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interface to be propagated to the internalNodeStatus.Imagemterface that is already accessible by
the scheduler.We implemented our solution in our Kubernetes forld5. Besides the changes taking
place within Kubernetes we also extended the actual CRI. For that purposwe choose to adapt the
CRIO (Open Container Initiative) as the CRI of reference because it is the one used in our PHYSICS
testbed and it is used as the default CRI by OpenShift.

The layer information must come from the image pulled to the CRI interface. Howevdhis is not
possible using the default version ofCRIO. For that, we need to find a way to get information from
the manifest which contains layers digest and size to be added in CRI v1 protocol ImageSpec
Annotation map with a prefix (see Kubernetesimplementation).

For that we have modified the ContaineRuntime CR}O to get available layers name and size on node
and send them through annotations (without APl change) on these forB637

Finally, as mentioned in D5.2, we have pushed the LayersLocality Scheduler to the Kubernetes
community by proposing to integrate it in the upstream version.

3.14.3Interfaces/API

The API used for the new scheduling algorithm is practically the API of Kubernetes scheduler since
we comply with the standards provided by its API. This API can be found online he¥e

Nevertheless, tosupport the changes mentioned above certain modifications had to be made to
enhance the default APl with the container layer details. For that we had to modify the
Containerlmage API from the default version her® to also contain a map with the layers ID ad layer
size. This allowed us to GET these new details related to the container layers and perform the right
scheduling decision taking into account these details as well.

3.14.4Distribution, deployment and configuration

As mentioned previously the code of th new LayersLocality Scheduling algorithm component is
implemented within different open-source projects. The whole effort, tests and different techniques
used can be found online her®

To configure and deploy the particular version of CRI, users can foll the next steps:

1. Pull the cri-o fork with:
git pull https://github.com/RyaxTech/cri -0
git checkout image - layer -locality - scheduler
cderi -0

2. Build cri-o with Nix:

nix build - f nix

3. Start CrirO:
sudo -- preserve -env=PATH ./result/bin/crio -- log -dir /tmp/cri - o/logs -- root /tmp/cri - o/root
log - level debug -- signature - policy test/policy.json

4. Pull an image and query CRO through the CRI API:

sudo crictl -- runtime - endpoint unix:///var/run/crio/crio.sock pull
docker.io/library/debian:latest

35 https://github.com/RyaxTech/Kubernetes/compare/v1.22.6...image-layer-locallity -scheduler
36 https://github.com/RyaxTech/cri -0
37 https://github.com/RyaxTech/cri -o/compare/v1.22.1...imagelayer-locality-scheduler

38 https://kubernetes.io/docs/reference/generated/kubernetes -api/v1.23/
39 https://kubernetes.io/docs/reference/generated/kubernetes -api/ v1.23/#containerimage-vl-core
40 https://github.com/RyaxTech/k8s -container-layer-locality
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sudo crictl -- runtime - endpoint unix:///var/run/crio/crio.sock pull
docker.io/library/python:latest
sudo crictl -- runtime - endpoint unix:///var/run/crio/crio.sock images -0json

Following that we can see that the annotation map contains one common key because fghon

image is based orDebian. The common layer is:
"imageLayer.sha256:0c6b8ff8c37e92eblca65ed8917e818927d5bf318b6f18896049b5d9afc28343": "54917164"

On the other side changes have been made within Kubernetes to expose layer information to the
scheduler.

Pull the particular Kubernetes fork with:

git pull https://github.com/RyaxTech/kubernetes
git checkout image - layer -locality - scheduler
cd kubernetes

Build Kubernetes binaries with embeded libc to avoid portability issues:

CGO_ENABLED=0 make all
Create adockerfile for the Kubernetes APl server

cat > _output/Dockerfile.kube - apiserver <<EOF

FROM busybox

ADD ./local/bin/linux/amd64/kube - apiserver /usr/local/bin/kube - apiserver

EOF

docker build - tryaxtech/kube - apiserver:latest -- file _output/Dockerfile.kube -
apiserver ./_output

docker push ryaxtech/kube - apiserver:latest

docker tag ryaxtech/kube - apiserver:latest ryaxtech/kube - apiserver:v1.22.6

docker push ryaxtech/kube - apiserver:v1.22.6

Create a dockerfile for theKubernetescontroller:

cat > _output/Dockerfile.kube - controller - manager <<EOF

FROM busybox

ADD ./local/bin/linux/amd64/kube - controller - manager /usr/local/bin/kube - controller - manager
EOF

docker build - t ryaxtech/kube - controller - manager:latest -- file _output/Dockerfile.kube -
controller - manager ./_output

docker push ryaxtech/kube - controller - manager:latest

docker tag ryaxtech/kube - controller - manager:latest ryaxtech/kube - controller - manager:v1.22.6
docker push ryaxtech/kube - controller - manager:v1.22.6

Create a dockerfile for the scheduler

cat > _output/Dockerfile.kube - scheduler <<EOF

FROM busybox

ADD ./local/bin/linux/amd64/kube - scheduler /usr/local/bin/kube - scheduler

EOF

docker build -t ryaxtech/kube - scheduler - llocality:latest -- file _output/Dockerfile.kube -
scheduler ./_output

docker push ryaxtech/kube - scheduler - llocality:latest

docker tag ryaxtech/kube - scheduler - llocality:latest ryaxtech/kube - scheduler -llocality:v1.22.6
docker push ryaxtech/kube - scheduler -llocality:v1.22.6

Some experiments related to the scheduler can be found in D5.2 and on tB&Hub repository. The
coordination with OpenWhisk and the new scheduler developed in Kubernetes goes through the
webhook mechanism wvhich is described in the following section.Moreover, the upstream work is
being done related to this with the expectations of merging it in the relevant upstream projects so
that this does not need to be done andill get it in any vanilla k8s deployment
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3.15 ResourceManagement Controllers

3.15.10verview

This component focuses on the infrastructure layer, both at single cluster (i.e., Kubernetes/OpenShift
layer) and multicluster (set of Kubernetes/OpenShift clusters). loverseesproviding the needed APIs

for other PHYSICS components, so that they can better control both the infrastructure itself and the
applications running on top. This means offering the functionality and APIs to be able to perform
wiser scheduling and ceallocation decisions, as well as enabling applications (in PHYSICS use cases,
functions) deployments across different clusters, including information about energy
consumption/estimations (through Kepler). In addition, it includes the automation needed for
onboarding new clusters with required configuration and PHYSICS components, as well as connecting
them to the other PHYSICS components in the hub cluster.

As a result, this component also focuses on adding the missing functionality at the infrastructure layer
to be able to support the PHYSICS architecture. This component is implemented as extensions to the
existing upstream projects, when feasible or as new components that plug into thikubernetes
ecosystem.

In the second phase of theroject, we have focused a:

U Enhancing the K8s API extensions (through the workflow CRD) to provide all the needed
information from components in the upper layers (the ones developed in WP3 and WP4)
to the relevant infrastructure components (the ones developed in WP5, in this caslee co-
location engine)

U Provide a cluster onboarding mechanism that automatically detects new clusters being
added to the hub and deploys relevant PHYSICS components (in our case the semantic
components and some benchmarking load) on them. It also connedtsem to the PHYSICS
component in the HUBz in this case the Reasoning Framework.

U Enhancing the Kepler project to obtain energy consumption metric (estimations) on top
of cloud providers (AWS, Azure) and with enough granularity (sampling) for function as a
service use cases. This is leveraged by other PHYSICS components (e.g., semantic (WP5)
or scheduler (WP4)).

3.15.2Technology architecture
We have developed the next subcomponents to support the resource management controllers:

U Scheduler selection webhoo# - This subcomponent uses th&ubernetes webhook extension
mechanism to control the scheduler that is used for scheduling each pod. Pods can be labelled
to use specific PHYSICS schedulers that use PHYSICS specific scheduling logic. In this case we
enforce the locally aware scheduler for the pods that runs the functions, to limit the impact of
creating new containers. In addition this webhook also calls the cdocation engine to obtain
the affinity/anti affinity rules to be used.

U The Workflow Custom Resoure Operator (Workflow CRD)- CRD is one of the native
Kubernetes mechanisms for extending its API. It is used to define a new object type in
Kubernetesand create a controller (Operator) for reacting to themSpecifically, the Workflow
CRD is used as an ABetween PHYSICS componentahere all the required information about
the sequence of functions is available, including metadata added by other PHYSICS
components, such as performance profiling information. The API and the operator reacting to
it has beenenhanced during the project duration to ensure new information/parameters were

41 https://wordpress.org
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included upon need by other PHYSICS component. For examgtee defaultParams needed to
deploy functions across clusters or the performance profile information needed by the €o
location engine.

U The Even-Driven Cluster Onboarding mechanism based on Knative Serverless: This new
component is in charge of detecting new cluster being added to the hub (OCM managed
clusters) and perform a set of actions for their onboarding, more spefically:

o leverages Knative services and APIServerSource service for detecting the event and
triggering the actions

leverages OCM to deploy Kubernetes objects in the remote clusters

leverages Submariner for the communication across clusters

leverages Keplerfor the energy consumption metrics.

run some benchmarks so that its performance can later be evaluated by the semantic

component

deploy the semantic PHYSICS component (note others can be added too) and pass to it

the needed information about the benchmarkso that it can make use of Kepler

information to estimate the energy consumption score of the new cluster

0 ensure the PHYSICS component(s) is reachable through submariner and pass the
endpoint to the Reasoning Framework

O O oo

o

The relationship between differentcomponents in the context of cluster onboarding can be seen in
the next figure (Figure 50):

New cluster
added

Managed Cluster (Edge)

AB Cluster

benchmarking
pod (stress]
\ feedbackRule:

ﬁ(nalive

Semantic

- -
deployment & svc /

Figure 50 - PHYSICS cluster onboarding

In addition, we contributed to several upstream components in order to make them work better in
the cloud compute continuum and especially with edge nodes and function as a service use cases. The
components we contributed to are:
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U Microshift4z - A small form factor Openshift that is optimised for deployment on edge nodes.
We contributed with testing, bugs identification and engagement with the community to fix
them.

U Submariner3- This is a tool for connecting kubernetes clusters. We pushed bugports and
fixes in order to make it work better with Microshift and ovn-kubernetes CNI.

U Kepler4 - This is a prometheus exporter that uses eBPF and linux kernel tracepoints attain
or estimate the energy consumption per node/pod. We worked together witlthe community
to make it work on top of cloud providers (i.e., on top of Vms) as well as with enough sampling
frequency to cover Function as a Service use cases.

U Knative 45 - This is a platformragnostic solution for running serverless deployment. We have
engaged in discussions with their upstream community due to the similarities with
OpenWhisk and the work on the WorkflowCRD. As a result we have a hackathon about building
an operator around Knative to do similar things to the WorkflowCRD. In fact the WorldwCRD
has been enhanced with Knative support as part of this effort.

Figure 51 shows an overview of the different components and their relations:

WP4
OCM ManifestWork
(pods, svc, serviceexports,

CRDs, ...)

[ Open Cluster Management

Openshift Cluster
(HUB)

Low Footprint k8s
(MicroShift, K3s, Kind)

k

Figure51 - Resource Management Components and interactions overview

3.15.3Interfaces/API

Webhook
The Webhook component is a static component and the interface with it is declarative according to
Kubernetes guidelines. It is configured by yamfiles which are deployed into the cluster, and pods

42 https://kubernetes.io/docs/concepts/overview/what -is-kubernetes/
43 https://www.okd.io/#what -is-okd

44 https://sustainable -computing.io/

45 https://knativ_e.dev/docs/concepts/
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are registered to a specific scheduler by adding annotations to them. This process has two steps which
together implement the interface to the webhook (after it was deployed):

1. Add a label into theKubernetes namespaces where the webhook needs to be used. The value
of this label indicates which scheduler to use. By defaultphysics-webhook: enabled”

2. In order to direct Kubernetesto use any of the PHYSICS schedulers on a running pod, we need
to add annotfation with a specific label (by default "physics-scheduler") and the name of the
scheduler to be used for that pod. Then the webhook will be invoked on pod creation and
modify the pod so that the scheduler to be used is the one stated in the annotations$ the
namespace where the pod was created has the label stated at step 1).

Workflow CRD
The Workflow CRD is managed by Hubernetes Operator46. This is in charge of managing the events
once CRs of type Workflow are created/deleted/updated.
As stated befoe, the usage of CRDs allows extending the Kubernetes API with custom resources, and
Workflow CRD is a resource of this type. Thereforéghe same API as for any Kubernetes object applies.
The physics components will make use of the Kubernetes API on this BRor:

1. Creating objects of type Workflow CRD: This is the same as creating any other Kubernetes
resource (pod, services, configmaps, etc.) The different options available in that call depends
on the fields defined for the workflow CRD spec, and how internally theperator manages it.
Like when a pod is created with one option or another.

2. Deleting objects of type Workflow CRD: Same as before, it is just a call to Kubernetes API to
remove one object. The operator will be in charge of triggering all the needed actisrin
reaction to that.

3. Other operations on the Workflow CRD (such as read or update) will be performed by the
operator and use theKubernetes API - these operations are internal and are not exposed to
the users directly.

The Kubernetes APl is a declaratiwe one, it is based on creating an object (data object) and sending it
to the API. It is accessible in multiple forms. From the command line it can be invoked via the kubectl
command, for example:

kubectl apply - f <yaml file>
kubectl delete -f<yaml file>
kubectl get {resource type}

The same paradigm exists in many programming languages when you create a data structure and
apply it via different APls. The Workflow CRD operator is written in the go programming language
and will use theKubernetes API implementation in go: https://github.com/kubernetes/client -go

Cluster Onboarding
The cluster onboarding component$” make use of the Knative/OCM/Kubernetes APIs for detecting
and triggering the actions:
U Detection: Knative APIServerSource object watching for OCM ManagedCluster objects
creation

46 https://aws.amazon.com/what -is-aws/?ncl=h_Is
47 https://github.com/luis5tb/physics -cluster-registration
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U Triggering: Knative Service that runs the cluster onboarding logic, and that handles the
scaling up/down depending on the eventsz i.e., if thereare no clusters being added for
some time it will remove the service pods to save resources.

As for the logic itself, it is a Python Flask service that reaxto POSTevents, whichare generated by

the APIServerSource. The API for the user/admin is basically to onboardnew cluster with OCM.
This creates a) create an OCM ManagedCluster object which triggers b) the Knative APIServerSource,
which in turns calls c) the Knative Service running the Python Flask service (POST). Finalilye
service is d) creating OCM Manifest\Wk objects that contains the Kubernetes objects to create in the
remote cluster (k8s Job and Semantic service) and the information to retrieve (Semantic service IP)
and e) calling the Reasoning Framework and Semantic component REST APIs (POST) with the
relevant information about the IPs and k8s jobs.

3.15.4Distribution, deployment and configuration
The Webhook mechanism is composed of several yaml files that should be deployed on the
Kubernetes cluster8. There are configurable options on the webhook_server toedide what
annotation should be searched on the pods to decide on the scheduler. This should be configured in
the yaml files before applying them-- kubectl apply-f XXX.yaml Another configurable option is to
change the namespaceSelector (label) that yowould like to use to tag the namespaces where the
webhook will be enforced. Along with this aPython script parses the pod annotations and changes
the pod scheduler accordingly. The Workflow CRD is implemented as a Kubernetes Operator,
therefore it is also be distributed as a set of yamls to deploy on th&ubernetes cluster. The
configurable options are implemented in the operator and are accessible by other components by
generating a CRD with one or other options, i.gfilling in some properties or another - in a similar
way as any other Kubernetes object.
For the Cluster Onboarding mechanism, it is distributed as an open source project (Apache License),
easily installable  with a set of yamls, following instructions in here:
https://github.com/luis5tb/physics -cluster-reqgistration/blob/main/README.md . For  making
modifications to the code or changing the default behaviour the sps are the next:

U change the clustefregistration.py python flask application as needed

U build a new container image using the providedlockerfile

U push the image to a container repository (e.g., quay.io or dockerhub)

U change the knative service definition sahat it uses this new container instead of the

default one

For Kepler, we have made our contributions upstream, therefore is directly distributed when using
the latest released version of Kepler. It is installed in the default way, detailed in the projeatebsite
for the different options: htips://sustainable -computing.io/installation/kepler/ . As for the
configuration, the same applies, sedittps://sustainable -computing.io/usage/general_config/.

3.16 CoAllocation Strategies

3.16.10verview

The Colocation strategies componentwas designed and implemented under the scope of task T5.4
Optimized service cdocation strategies The description of this component was reported in
deliverable D5.2 Extended Infrastructure Services with Adaptable Algorithn&cientific Report and
Prototype Description V2. This component is triggered just before a new pod (function) is goirtg

48 https://www.gartner.com/smarterwithgartner/the -scienceof-devops
decoded#:~:text=Gartner%20defines%20DevOps%20as%20a,between%20operations%20and%20developm
ent%20teams.
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be created in the infrastructure. The celocation component analyses the cluster status (pods running
at each node and node resources), the requirements of the function to be deployed (defined in a
workflow), the possible interferences of the pod withpods already running on the cluster nodes and
produces a set of affinity and antiaffinity rules to be used by the Kubernetes scheduler to find out
the most suitable node for the function deployment. The Workflow is a Kubernetes Custom Resource
Definition (CRD) object that contains information about the functions that belong to a given workflow
(sequence), the needs for each specific function and the relation with the functions in the workflow,
among other information.

In this second version of the cdocation component, the internal architecture has been modified by
adding new components to analge the resource consumption of function pods and the function
performance in different scenarios (standalone execution, ctocated with other functions). This
infor mation is used to find the most suitable nodes for the pod deployment.

3.16.2Technology architecture

The Coallocation strategies component is integrated with the mutating webhook component
developed in task T5.3 Resource Management Controllers and Interfacéidhe mutating webhook
detects when a new pod object is going to be deployed in a Kubernetes cluster. It first invokes the
Scheduler component, developed under task T5.2 Adaptable Provider Level Scheduling Algorithms,
and then invokes the CeAllocation strategies component(Figure 52)

Pod object Pod object + Scheduler +
Affinity / Antiaffinity rules

>

Webhook

Pod object + Scheduler +

Pod object +
Affinity / Antiaffinity rules

Scheduler

Pod object
v

Pod object F
Scheduler

Co-allocation
strategies

Scheduler

3
Workflow Workflow
name object

v
Kubernetes API

Figure 52 - Coallocation invocation Technology architecture

The colocation component is made of six siltomponents: thecluster information, thecluster status
the Function metrics and interferencesthe co-location database the Data collector and the Rules
generator (Figure 53). There are three types of sulcomponents, the subcomponents that are
executed periodically (grey boxes inFigure 53), the database and the swzomponents that are
executed when a new pod in intercepted by the mutating webhook.
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Figure 53 - Coallocation strategies component internal architecture

Several processes rumperiodically to collect data from the Kubernetes cluster and OpenWhisk using
their own API and their own Prometheus instances. The performance of functions execution and

interferences are analyged. This information is stored in a timeseries database Colocation DBin
Figure 53) and is used by theData collectorsub-component to define the best cdocation strategy.
That information is sent to the Rules generatorsub-component that modifies the pod YAML object,
intercepted by the mutating webhook, adding pod/node affinity/anti-affinity rules. An example of the
output produced by the caelocation component is show in Codel. In this case two rules have been

added. The first one is a node affinity rule to ensure that the function is executed in a node that has a

disk of type SSD and a GPU. The second rule is a pod -aftinity rule w hich prevents the function
from being executed in a node where a pod of the function Model training is being executed.

apiVersion: v1
kind: Pod
metadata:

name: wskowdev - invoker -00-1-guest - hello

spec:
affinity:
nodeAffinity:

requiredDuringSchedulinglgnoredDuringExecution:

nodeSelectorTerms:
- matchExpressions:
- key: disktype
operator: In
values:
- ssd

- key: gpu
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operator: In
values:
- yes
podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: openwhisk/action
operator: In
values:
- Model_training
topologyKey: topology.kubernetes.io/zone
containers:
- name: wskowdev -invoker -00-3278- guest - hello
image: "gkousiou/noderedhelloaction"

Codel - Affinity/Antiaffinity rules example

3.16.3Interfaces/API
The coallocation strategies component has a Python interface with one method.

U Get_affinities()
It receives the podYAMLobject to be deployed as input and returns an enhanced version of the pod
YAMLwith affinity and anti -affinity rules.

Table59 - Ca-Allocation/API-get affinities
Method get_affinities(pod)
Input pod: pod object

Success response  pod: pod object enhanced with the affinity and anti
affinity rules
Error response - Workflow name not defined in podobject
- Missing workflow object
- Not enough resources to allocate the pod

3.16.4Distribution, deployment and configuration

The Colocation strategies component is implemented in Python, some of its sudbmponents are part
of the mutating webhook logic. The Cdocation strategies component has been integrated in the
PHYSIC CI/CD pipeline, using Jenkins build pipelines. The dibtition of the component is available
in the PHYSICS git repository athttps://gogs.apps.ocphub.physicsfaas.eu/WP5/WebhookCe
locationStrategies.qgit

The ColocationStrategiesBUILD Jenkins pipeline creates the images and pushes the docker image to
the PHYSICS Harbor images registry each time a new version of the-IGoation component is
uploaded to the PHYSICS git repository. Next the deployment of the webhookdathe colocation
strategies subcomponents will be done by the PHYSICS platform administrator. The <Co
locationStrategiesDEPLOY Jenkins pipeline deploys the webhook and -tmcation logic in the
PHYSICS AWS platform.
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4. REUSABLE ARTEFACTARKETPLACE IMPLEENTATION

This chapter covers the design and implementation of the final version of the Reusable Artefacts
MarketPlace (RAMP) application. RAMMas been refurbished to cater to a broader audience to
facilitate easy access to the various project solutionsp8cial attention has been given to emphasizing

reusable cloud patterns in FaaS applications.

Yyl AAAEOEIT O bDPOI EAAOEO OiI1 OOEiI 1 O6h OEA 21! -0 1 A£A
and webinars, aiding users in leveraging the full potential o OEA DI AOAI Oi 6 0 1 ALEAC
demonstrations based on realife use cases. The enhancements in the marketplace facilitate the
exploitation of the project results to a more extensive degree.

4.1 Overview

RAMP implementation relies on WordPres® which tops the list of the three most often used site
building packages in the world, followed by Joomla and Drupal. WordPress is free to download and
use, comes with numerous adebns for specialzed functionality, and can be custonzded to suit the
needs of individud users. Although WordPress was originally designed to support blogging and
related online publishing, it also powers a wide range of sites with other purposes. The WordPress
package plus a variety of basic and premium plugins can run complex sites for dgr multinational
corporations, manage small businesses, and create personal blogs. WordPress sites can contain full
service eCommerce stores, showcase a portfolio, or host a social network, group, or podcast. Thanks
to its many themes and easy access tositsource files, WordPress can also facilitate the required
AAADPOAAEITI EOU 1T £# A POT EAAOB8O AEAT CET C 1TAAAOS

In this version, RAMP has updated to foster a better user experience, which include:

U Enhanced User Interface (Ul): The revised Ul now include market-oriented texts that
not only resonate better with the endusers but also streamline navigation, paving the way
for a more intuitive user journey.

U Expanded Artefact Repository : Towards offering a more robust solution repository, we
have augmented our marketpace with a wider array of artefacts, thereby broadening the
spectrum of resources available to aid in FaaS applications.

U X (former Twitter ) Integration : To foster better community engagement and keep users
updated with the latest project developments, a Titer feed integration has been
facilitated to bring real-time project posts directly to the marketplace platform.

These upgrades provide a more responsive, usdriendly, and resourcerich marketplace, the details
of which are presented in the followingsubsections.

4.2 Technology architecture
The RAMP service developed leveraging the WordPress interface which allows for the continuous

OPAAOAO T £ xAA OEOAGO OOOOAOOOA AT A AT 1 OA1 08 ' EOA
that can follow a usual DevOps pipeline where the developeis AET OAET OEA ADPPI EAAOQE
a Git repository, a seHhosted server, operated by INNOV, was opted to accommodate the PHYSICS
marketplace. This approach ensures that the RAMP will be operational after the end of the project

without requiring any migration (i.e., from PHYSICS AWS to another server). In addition, GFT

49 https://wordpress.org

D6.2 7 Prototype of the Integrated PHYSICS solution framework and RAMR V
Page]| 110



H2020-ICT-40-2020 (RIA) PHYSICS 101017047

facilitates the DNS server of the RAMP which is provided by the Amazon Route 53 service (see also
Figure 54).

https:/marketplace.physics-faas.ew

‘i

WordPress
over PHP

OO
gl

Figure 54 - RAMP Architecture

Amazon Route
53

In the current RAMP version, the user categorizations include three distinct groups: administrators,
registered users, and visitors. The administrator, encompassing INNOV and GFatain the privilege

Of I TAEEAU OEA xAAOEOAGO OOOOAOOOA AT A AOCi ATO EO
T AAAOOEOAOET ¢ AAAAOO O OEA OEOABO 52, AT A OAOPAA
Enhancements have been introduced in the access tiegéven to visitors and registered users. In the

upgraded version:

U Visitors : To allow greater inclusivity and accessibility, visitors are now granted open access
to view the artefacts, thereby enabling them to get insights and leverage the available
resources to a substantial exteh The primary distinction between visitors and registered
users lies in the capability to upload assets to the RAMP, a functionality exclusive to the
registered users.

U Registered Users: Apart from enjoying unrestricted access to the resources available on the
platform, registered users are empowered to upload new assets, thereby fostering a rich and
evolving repository. Further, theycanengage directly with the consortium or artefact evners
to request specific information or propose modifications to an artefact, promoting a
collaborative and iterative development environment.

U Administrative Review : To maintain the quality and relevance of the content, all new
uploaded assets undergo a eticulous review by the administrators before being granted
approval for integration into the site.

This user structure not only ensures the streamlined operation of the platform but also facilitates a
harmonious collaboration among diverse user groups wWdupholding the integrity and quality of the
content hosted on the RAMP

4.3 Artefacts

In its infancy, RAMP carries a foundational set of artefacts mainly sourced from the project's technical
WPs. However, it embodies a vision of growth, as these project's s are disseminated through

various channels, including conferences, workshops, webinars, and scientific publications. Even at
this stage, it has successfully managed to onboard a notable number of assets from external
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contributors, laying a solid foundéion for a rich and diverse library of artefacts. The existing
collection encompasses a broad spectrum of offerings such as:

U Patterns, Flows, and Functions: Pertaining to the FaaS domain, facilitating an intuitive
understanding and application in variousrelated settings.

U Services, Semantics, and Interoperability Tools: Offering essential tools and services
promoting efficient interoperability in diverse environments.

U Optimization Artifacts: Enhancing application deployment at the edge, promising
optimized performance.

U Endto-%1 A 50A #AOAOd , AOAOACET ¢ OEA DPOI EAAOCKO 1
real-world applications of the resources available on RAMP.

U Educational Resources: Encompassing a wide array of materials such as tutorials,
webinars, and workshops, honing skills in functional programming.

The following table summarizes the artefacts hosted on RAMP as of September 2023. It should be

noted that these numbers are expected to grow further before the end of the project as the technical
work progresses towards finalization.

Table 39- Summary of Artefacts hosted on RAMP

Type Number of Artefacts per Owner Total
PHYSICS External Contributc
Pattern 9 9
Flow 6 4 + 1 collection of 26 11
Function 1 1
Semantics 1 1
Service 4 1 5
Dataset 1 1
Use Case 3 3
Training Resource 5 5
Total 30 6 36

4.4 Distribution, deployment and configuration

RAMP is deployed in a dedicated cloudased Hosting and Database Server hosted in Germany. The
utilized server follows a OEAOAA OAOI OOAAOG bi Al xEEAE AT AAI AO
requirements. Thus, as RAMP will be populated with more assets, this server may be upgraded to
facilitate the respective resource needs. The management of this server is undertaken by INNOV

which is also responsible for the frontend design of the RAMP.

10 A $.3 OAOOAO OAODPITOEAI A £ O OOAT OI AOET ¢ OEA
marketplace.physicsEAAO8 AOrqh OEA 11 AUiT 160 21 OOA ve xBMA OAC
available and scalable cloud Domain Name System (DNS) which has been purchased by GFT.

4.5 User Story

The PHYSICS market platform is structured thoughtfully to include several distinct pages, each
serving a specific purpose to enrich the user experience. €se pages are delineated as follows:

Homepage
About
Assets
Use Cases

(iR el i ]
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U Training Videos
U FAQs

The homepage, represented inFigure 55, is crafted to immediately engage users, offering previews

of the most recent assets and use cases alongside PHYSICS social media links and a live feed of the
latest Twitter posts to keepOOA OO ET &I O AA T £ OEA 1100 OAAAT O bPOI
and signin options are available to facilitate easy access for both new and existing users. A further
feature of the homepage is a section at the bottom that highlights the latest assentroduced in the
marketplace, complemented by a direct link that enables registered users to contribute by uploading

new assets.

27 3

Assots Jse Cases

Welcome to PHYSICS Reusable

Contribute to a growing ecosystem of reusable

Artefacts Marketplace

Explore PHYSICS Assets

- B,

The about page serves as a gateway to understanding the core principles and objectives of the
project. Here, visitors can inform themselves with the vision, mission, and goals that steer RAMP,
graspingaweltOT OT AAA PAOOPAAOGEOA 11 OEA DPOT EAAOSO O1 AAO:

Check out Use Cases of our assets SECURING THE FLOW:

w:
SECURITY AND PRIVACY

TOOLS FOR FLOW-BASED
PROCRAMMING s
oreerhose e sranensscuity
PHYSICS Wb -

Figure 55 - Homepage

Moving on, the Assets page, as shown inFigure 56, presents a varied array of solutions, tools,
artefacts, and services categorized based on attributes such as pattern, servimed semantics among
others, to foster easy navigation. A click on a specific asset takes the user to a space detailing atiolis
view of that asset complete with comprehensive descriptions and guidelines for useor users keen
on contributing (requesting) to (from) RAMP, theAdd New Asset (Request Assebfutton, opens up a
form designed for uploading (requesting) new assets; process delineated inFigure 58. For visitors
who are yet to register, this section navigates to the registration/login form, encouraging
participation.
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Figure 56 - Assets page
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